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1. PAGRINDINES SAVOKOS

1.1. Siose Asmens duomeny tvarkymo taisyklése
(toliau — Taisyklés) didzigja raide raSomos sgvokos turi
zemiau nurodytas reikSmes, iSskyrus atvejus, kai kitokig
prasme joms suteikia kontekstas:

Asmens duomenys reiskia bet kokig informacijg apie fizinj
asmenj, kurio tapatybé nustatyta arba kurio tapatybe galima
nustatyti (Duomeny subjektas); fizinis asmuo, kurio
tapatybe galima nustatyti, yra asmuo, kurio tapatybe
tiesiogiai arba netiesiogiai galima nustatyti, visy pirma pagal
identifikatoriy, kaip antai vardg ir pavarde, asmens
identifikavimo numerj, buvimo vietos duomenis ir interneto
identifikatoriy arba pagal vieng ar kelis to fizinio asmens
fizinés, fiziologinés, genetinés, psichinés, ekonominés,
kultdrinés ar socialinés tapatybés pozymius.

Asmens duomeny saugumo pazeidimas arba ADSP reiskia
bet kokj saugumo pazeidimg, dél kurio netyCia arba
neteisétai sunaikinami, prarandami, pakeiciami, be leidimo
atskleidziami persiunciami, saugomi arba kitaip tvarkomi
Asmens duomenys arba prie jy be leidimo gaunama prieiga.

Asmens duomeny tvarkymas reiSkia bet kokia
automatizuotomis arba neautomatizuotomis priemonémis
su Asmens duomenimis ar Asmens duomeny rinkiniais
atliekama operacijg ar operacijy seka, kaip antai rinkimas,
jraSymas, ruSiavimas, sisteminimas,  saugojimas,
adaptavimas ar keitimas, iSgava, susipazinimas,
naudojimas, atskleidimas persiunciant, platinant ar kitu
bidu sudarant galimybe jais naudotis, taip pat sugretinimas
ar sujungimas su kitais duomenimis, apribojimas, iStrynimas
arba sunaikinimas.

Bendrasis duomeny apsaugos reglamentas arba BDAR
reiSkia 2016 m. balandzio 27 d. Europos parlamento ir
tarybos reglamentg (ES) 2016/679 dél fiziniy asmeny
apsaugos tvarkant asmens duomenis ir dél laisvo tokiy
duomeny judéjimo ir kuriuo panaikinama Direktyva
95/46/EB.

Darbuotojas reiSkia asmenj, kuris su bet kuria Grupés jmone
yra sudares darbo sutartj arba praktikos sutartj
(praktikantg), ir apima Grupés jmoniy vadovus. Siy Taisykliy
tikslais sgvoka ,Darbuotojas” taip pat apima asmenis, kuriy
su Grupe ar Grupés jmone nesieja darbo santykiai, taciau
kurie dalyvauja Grupés ar Grupés jmonés veikloje ar valdyme
(pavyzdziui, Grupés jmonés priezidros ir valdymo organy bei
komitety narius, kurie néra Grupés jmoniy darbuotojai).

Duomeny apsaugos pareigunas arba DAP reiskia pagal
Bendrojo duomeny apsaugos reglamento 4 skirsnj paskirtg
Grupés arba atskiry Grupés jmoniy (vienos atskirai ar keliy
kartu, priklausomai nuo atvejo) duomeny apsaugos
pareiging, o jei jis nepaskirtas — kita Grupés ar Grupés
jmonés nustatyta tvarka paskirta asmenj ar jmone,
atsakingg uz Asmens duomeny apsaugg Grupéje ar
atskirose Grupés jmonése.

1. MAIN DEFINITIONS

1.1. Capitalised terms used in these Personal Data
Processing Rules (the Rules) shall have the meanings as
set forth hereinbelow unless the context otherwise
requires:

Personal Data means any information relating to an
identified or identifiable natural person (Data Subject);
an identifiable natural person is a person who can be
identified, directly or indirectly, in particular by reference
to an identifier such as a name, an identification number,
location data, an online identifier or by one or more
factors specific to the physical, physiological, genetic,
mental, economic, cultural or social identity of that
natural person.

Personal Data Breach or PDB means a breach of security
leading to the accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to,
Personal Data transmitted, stored or otherwise
processed.

Personal Data Processing means any operation or set of
operations which is performed on Personal Data or on
sets of Personal Data, whether or not by automated
means, such as collection, recording, organisation,
structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission,
dissemination or otherwise making available, as well as
alignment or combination, restriction, erasure or
destruction.

General Data Protection Regulation or GDPR means
Regulation (EU) No 2016/679 of the European
Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the
processing of personal data and on the free movement
of such data, and repealing Directive 95/46/EC.

Employee means a person who has an employment
contract or an internship contract (apprentice) with any
Group Company, including the CEOs of Group
Companies. For the purpose of these Rules, the term
‘Employee’ shall include persons who have no
employment relationship with Group or Group Company
but who are involved in the business or management of
Group or Group Company, for example, in the capacity as
members of the Supervisory or Executive Board or
committees of Group Company but not as employees of
Group Companies.

Data Protection Officer or DPO means a data protection
officer of Group or of individual Group Companies (alone
or in combination with other companies, as the case may
be) to be designated in accordance with Section 4 of
General Data Protection Regulation, or, if not designated,
any other person or entity appointed by Group or Group
Company in accordance with the established procedure,
to be responsible for the protection of Personal Data
within Group or individual Group Companies.
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Duomeny subjektas reiskia fizinj asmenj, kurio tapatybé
nustatyta arba kurio tapatybe galima nustatyti, ir kurio
Asmens duomenis tvarko bet kuri Grupés jmoné.

Duomeny tvarkymo veiklos jrasai reiskia kiekvienos Grupés
jmonés atzvilgiu DAP pildomag forma, kurioje pateikiama
visa informacija apie tos Grupés jmonés tvarkomus Asmens
duomenis, tvarkymo tikslus, teisinj pagrindg ir kita teisés
akty reikalaujama pateikti informacija. Jei Duomeny
tvarkymo veiklos jraSuose nurodyta informacija skiriasi nuo
tos, kuri nurodyta Siose Taisyklése ar kituose vidiniuose
Grupés ar Grupés jmonés dokumentuose, vadovaujamasi
Duomeny tvarkymo veiklos jraSuose nurodyta informacija.

Duomeny tvarkytojas reiSkia fizinj arba juridinj asmenj,
valdzios institucija, agentiirag ar kitg jstaiga, kuri Grupés ar
Grupés jmonés vardu tvarko Asmens duomenis.

Duomeny valdytojas reiskia fizinj arba juridinj asmenj,
valdzios institucijg, agentura ar kitg jstaiga, kuris vienas ar
drauge su kitais nustato duomeny tvarkymo tikslus ir
priemones.

Grupe reiskia jmoniy grupe, kurig sudaro Valdymo jmoné ir
visos jos tiesiogiai ar netiesiogiai patronuojamos jmonés
(nepriklausomai nuo teisinés formos), kuriose Valdymo
jmoné tiesiogiai arba netiesiogiai valdo daugiau kaip
25 (dvidesimt penkis) procentus akcijy (daliy, pajy),
balsavimo teisiy ar teisiy j paskirstytinojo pelno dalj arba
iSimtiniy teisiy jas jsigyti. Asmens duomeny apsaugos
prasme Grupé yra jmoniy grupé, kaip ji yra apibrézta
Bendrojo duomeny apsaugos reglamento 4 straipsnio
19 dalyje.

Grupeés jmoneé reiskia bet kurig Grupei priklausancig jmone
(nepriklausomai nuo teisinés formos), jskaitant ir Valdymo
jmone.

IT saugos specialistas reiSkia Grupés ar Grupés jmonés
nustatyta tvarka paskirtg asmenj ar asmenis, atsakingus uz
Grupés informaciniy technologijy ir informacijos sauga.

Kandidatas reiSkia fizinj asmenj, pageidaujantj atlikti
praktikg ir (ar) jsidarbinti Grupés jmonéje ir sudaryti darbo
sutartj.

PrieZiliros institucija reiSkia: (a) Lietuvos Respublikoje
buveines turin¢iy Grupés jmoniy atveju - Lietuvos
Respublikos Valstybine duomeny apsaugos inspekcija,
L. Sapiegos g. 17, \Vilnius, Lietuvos Respublika
(https://vdai.lrv.It/); (b) Latvijos Respublikoje buveines
turinCiy Grupés jmoniy atveju — Datu Valsts inspekcija,
Blaumana g. 11/13-11, Ryga, LV-1011, Latvija
(https://www.dvi.gov.lv/), (c) Estijos Respublikoje buveines
turinciy Grupés jmoniy atveju — Andmekaitse inspektsioon,
Tatari g. 39, Talinas 10134, Estija (https://www.aki.ee/).

Privatumo politika reiskia privatumo politikg, privatumo
pranesima ar kitg informacija, kurig Grupé ar Grupés jmoné
gali pateikti vieSai jy valdomose interneto svetainése ar
socialinés ziniasklaidos paskyrose.

Saugos politika reiskia vieng ar kelis dokumentus, taikomus
Grupei ir/ar atskiroms Grupés jmonéms, kuris(-ie) be kita ko

Data Subject means an identified or identifiable natural
person whose data shall be processed by any Group
Company.

Records of Processing Activities means a form to be
completed by DPO for each Group Company to contain
all information about Personal Data processed by Group
Company, purposes of processing, legal basis and any
other information required by legislation. In the event of
any discrepancies between the information contained in
Records of Processing Activities and these Rules or
other internal documentation of Group or Group
Company, the information provided in Records of
Processing Activities shall prevail.

Processor means a natural or legal person, public
authority, agency or any other body which processes
Personal Data on behalf of Group or Group Company.

Controller means a natural or legal person, public
authority, agency or any other body which, alone or jointly
with others, determines the purposes and means of
processing.

Group means a group of companies which consists of
Management Company and of its direct or indirect
subsidiaries of whatever legal form wherein
Management Company holds, directly or indirectly, 25
(twenty-five per cent) of shares (participatory interest,
membership interest), voting rights or rights to
distributable profits or the exclusive rights to acquire the
same. Within the meaning of the protection of Personal
Data, Group means a group of companies as defined in
Article 4(19) of General Data Protection Regulation.

Group Company means any company (of whatever legal
form) within Group, including Management Company.

IT-Security Officer means a person or persons
responsible for Group information technologies and
information security appointed by Group or Group
Company in accordance with the established procedure

Candidate means a natural person who wishes to take
up the internship and/or start working at Group Company
under an employment contract.

Supervisory Authority means (a) the State Data
Protection Inspectorate of the Republic of Lithuania,
L. Sapiegos g. 17, Vilnius, the Republic of Lithuania
(https://vdai.lrv.It/) in respect of Group Companies
domiciled in the Republic of Lithuania; (b) Datu Valsts
inspekcija, Blaumana g. 11/13-11, Riga, LV-1011, Latvia
(https://www.dvi.gov.lv/) in respect of Group
Companies domiciled in the Republic of Latvia; (c)
Andmekaitse inspektsioon, Tatari g. 39, Talinn 10134,
Estija (https://www.aki.ee/) in respect of Group
Companies domiciled in the Republic of Estonia.

Privacy Policy means a privacy policy, privacy notice or
any other information placed by Group or Group
Company on their websites and social media accounts.

Security Policy means one or several documents
applicable to the Group and/or separate Group


https://vdai.lrv.lt/
https://www.dvi.gov.lv/
https://www.aki.ee/
https://vdai.lrv.lt/
https://www.dvi.gov.lv/
https://www.aki.ee/
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nustato technines informacijos, Asmens

duomenis, saugumo priemones.

jskaitant

Specialiy kategorijy asmens duomenys reiSkia Asmens
duomenis, atskleidziancius rasine ar etnine kilme, politines
pazidras, religinius ar filosofinius jsitikinimus ar naryste
profesinése sagjungose, taip pat genetinius, biometrinius
duomenis, siekiant konkreciai nustatyti fizinio asmens
tapatybe, sveikatos duomenis arba duomenis apie fizinio
asmens lytinj gyvenima ir lytine orientacija.

Taikytini teisés aktai reiSkia Bendrajj duomeny apsaugos
reglamentg ir nacionalinius asmens duomeny teisine
apsauga reglamentuojancius bei kitus su Asmens duomeny
tvarkymu susijusius jstatymus bei teisés aktus, taikomus
Europos Sajungos valstybése narése, kuriose savo buveines
turi Grupés jmonés.

Tretysis asmuo reiskia juridinj ar fizinj asmenj, valdZios
institucijg, agenturag ar kitg jstaiga, iSskyrus Grupe, Grupés
imones, Darbuotojus, Duomeny subjektg, Duomeny
tvarkytojg, arba asmenis, kuriems tiesioginiu Grupés ar
Grupés jmonés ar Duomeny tvarkytojo jgaliojimu leidziama
tvarkyti Asmens duomenis.

Trecioji valstybeé reisSkia ne Europos Sgjungos valstybe nare
ir ne Europos Ekonominés Erdvés (EEE) valstybe.

Valdymo jmoné reiskia AB Akola group, juridinio asmens
kodas 148030011, buveiné adresu Subaciaus g. 5, 01302
Vilnius, Lietuvos Respublika, kuri Siy Taisykliy prasme taip
pat yra ir Grupés jmoné.

1.2. Jeigu nenurodyta kitaip, Siose Taisyklése
apibréztos sgvokos turi tas pacias reikSmes ir kituose
vidiniuose Grupés ir Grupés jmoniy dokumentuose,
reglamentuojanciuose Asmens duomeny apsauga.

1.3. Kitos Siose Taisyklése ir kituose vidiniuose Grupés
ir Grupés jmoniy dokumentuose, reglamentuojanciuose
Asmens duomeny apsaugg, vartojamos sgvokos atitinka
Bendrajame duomeny apsaugos reglamente vartojamas
sgvokas.

1.4. Nuorodos j punktus, priedus bei kitas nuostatas
yra nuorodos j Taisykliy punktus, priedus bei nuostatas.

1.5. Punkty ir kity nuostaty pavadinimai rasomi tik
patogumo sumetimais ir neturi jtakos Taisykliy
interpretavimui.

2. BENDROSIOS NUOSTATOS

2.1. Taisyklés reglamentuoja esminius Asmens

duomeny tvarkymo Grupéje ir Grupés jmonése klausimus,
Grupés jmoniy teises ir pareigas tvarkant Asmens
duomenis, nustato kitus su Asmens duomeny tvarkymu
susijusius klausimus, uztikrina Taikytiny teisés akty
laikymasi ir tinkama jgyvendinima Grupéje.

2.2. Taisyklés taikomos visoms Grupés jmonéms
tiesiogiai ir Grupés jmonés tuo tikslu neturi priimti jokiy
atskiry lokaliniy teisés akty. Taisyklés yra privalomos
visiems Darbuotojams, Grupés jmoniy paskirtiems

Companies that determine inter alia information
(including Personal Data) technical security measures.

Special Categories of Personal Data means Personal
Data revealing racial or ethnic origin, political opinions,
religious or philosophical beliefs, or trade union
membership, and the genetic data, biometric data for the
purpose of uniquely identifying a natural person, data
concerning health or data concerning a natural person's
sex life or sexual orientation.

Applicable Laws means General Data Protection
Regulation, national legislation, and regulations
governing the protection of personal data, and any other
legislation and regulations on Personal Data Processing
as applied in the EU member states where Group
Companies are domiciled.

Third Party means a legal or natural person, public
authority, agency or body other than Group, Group
Companies, Employees, Data Subject, Processor, or
persons who, under the direct authority of Group, Group
Company or Processor, are authorised to process
Personal Data.

Third Country means a non-member state of the
European Union and a state outside the European
Economic Area (EEA).

Management Company means AB Akola Group, legal
entity number 148030011, with its office address at
Subaciaus g. 5, LT-01302 Vilnius, the Republic of
Lithuania, which is also Group Company within the
meaning of these Rules.

1.2. Unless indicated otherwise, terms used in these
Rules shall have the same meanings as in internal
documents of Group and Group Companies governing
Personal Data protection.

1.3. Other terms used in these Rules and in other
internal documents of Group and Group Companies
governing Personal Data protection shall have the

meanings as defined in General Data Protection
Regulation.
1.4. Any reference to Sections, Annexes or other

provisions shall mean reference to Sections, Annexes,
and provisions of these Rules.

1.5. Headings are inserted for convenience only and
shall not affect the interpretation of these Rules.

2. GENERAL PROVISIONS

2.1. These Rules shall deal with material issues
relating to Personal Data Processing within Group and
Group Companies, Group Companies’ rights and
obligations with regard to Personal Data Processing,
regulate other matters associated with Personal Data
Processing, and ensure the compliance with and duly
implementation of Applicable Laws within Group.

2.2. These Rules shall apply to all Group Companies
directly and Group Companies shall not individually
adopt any local regulations to that effect. Rules shall be
binding on all Employees, Processors appointed by
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Duomeny tvarkytojams ir jy darbuotojams ar kitiems
atstovams, tvarkantiems Asmens duomenis,
nepriklausomai nuo jy priémimo j darbg salygy. Taisyklés
taip pat taikomos visiems Grupés ar Grupés jmoniy
paskirtiems ekspertams (konsultantams) ir kitiems
asmenims, kurie, eidami savo pareigas, suzino bet kurios
Grupés jmonés tvarkomus Asmens duomenis.

2.3. Kiekviena Grupés jmoné supazindina su
Taisyklémis savo Darbuotojus Taisykliy 11 dalyje nustatyta
tvarka.

3. ASMENS DUOMENUY TVARKYMAS.
PAGRINDINIAI VAIDMENYS

3.1. Grupés jmonés gali tvarkyti Asmens duomenis
kaip Duomeny valdytojai arba kaip Duomeny tvarkytojai.
Grupés jmonés taip pat turi teise pasitelkti Duomeny
tvarkytojus.

3.2. Duomeny valdytojas. Kai Grupés jmoné veikia kaip
Duomeny valdytojas, ji, vadovaudamasi Siomis Taisyklémis
ir Taikytinais teisés aktais, nustato Asmens duomeny
tvarkymo tikslus ir priemones, saugojimo terminus, parenka
tokiam tvarkymui tinkama teisinj pagrinda.

3.3. Bendri valdytojai. Tais atvejais, kai dvi ar daugiau
Grupés jmoniy kartu nustato Asmens duomeny tvarkymo
tikslus ir priemones, jos yra bendri Duomeny valdytojai, kaip
tai numato Bendrojo duomeny apsaugos reglamento
26 straipsnis. Tokiu atveju Grupés jmonés, kurios yra bendri
Duomeny valdytojai, turi sudaryti rasytinj susitarima,
kuriame be kita ko skaidriu budu turi nustatyti:

3.3.1.  tvarkg, kaip bus jgyvendinamos Duomeny subjekty
teisés; susitarimu gali bati paskirtas Duomeny subjekty
informavimo punktas;

3.3.2. tvarka, kaip bus pateikiama Bendrojo duomeny
apsaugos reglamento 13 ir 14 straipsniuose nurodyta
informacija (santrauka pateikiama Taisykliy 2 priede);

3.3.3. savo atitinkamg atsakomybe uz kity Taikytinuose
teisés aktuose nustatyty prievoliy vykdyma, jeigu reikia.

3.4. Duomeny tvarkytojas. Jeigu Grupés jmoné tvarko
Asmens duomenis Duomeny valdytojo nurodymu, ji veikia
kaip Duomeny tvarkytojas. Viena Grupés jmoné gali bati
kitos Grupés jmonés, kaip Duomeny valdytojo, Duomeny
tvarkytoju. Grupés |jmonei veikiant kaip Duomeny
tvarkytojas, laikomasi Siy reikalavimy:

3.4.1.  Grupés jmonég, tvarkydama Asmens duomenis kaip
Duomeny tvarkytojas, vadovaujasi su Duomeny valdytoju
sudaryta Asmens duomeny tvarkymo sutartimi.

3.4.2. kiti Grupés jmonei, kaip Duomeny tvarkytojui,
keliami reikalavimai, numatyti Bendrojo duomeny apsaugos
reglamento 28 straipsnyje.

3.4.3. Darbuotojai, tvarkydami Duomeny valdytojo
perduotus Asmens duomenis, visais atvejais privalo jsitikinti
ketinamy atlikti veiksmy teisétumu, vadovaujantis Grupés

Group Companies, and on Processors’ employees or
representatives who process Personal Data, irrespective
of the terms and conditions of their employment. These
Rules shall also apply to all experts (consultants)
appointed by Group or Group Companies and to other
persons who, in the performance of their duties, have
access to Personal Data processed by any Group
Company.

2.3. Each Group Company shall make these Rules
available to its Employees in accordance with Section 11
hereof.

3. PERSONAL DATA PROCESSING. KEY
ROLES

3.1. Group Companies may process Personal Data
in their capacity as Controllers or Processors. Group
Companies may also involve Processors.

3.2. Controller. Where Group Company acts as
Controller it shall determine the purposes and means of
Personal Data Processing, data storage time, and the
legal basis for processing in accordance with these
Rules and Applicable Laws.

3.3. Joint Controllers. Where two or more Group
Companies jointly determine the purposes and means of
Personal Data Processing, they shall be Joint Controllers
under Article 26 of General Data Protection Regulation.
In such a case, Group Companies who are Joint
Controllers shall enter into a written agreement whereby
they shall, inter alia, in a transparent manner determine
the following:

3.3.1. the procedure for exercising of the rights of
Data Subjects; the agreement may designate a contact
point for Data Subjects;

3.3.2. the procedure for provision of the information
referred to in Articles 13 and 14 of General Data
Protection Regulation (summary provided in Annex 2 to
the Rules);

3.3.3. their respective responsibilities for the
compliance with other obligations under Applicable
Laws, if applicable.

3.4. Processor. Group Company may also act as
Processor where it processes Personal Data under the
instruction of Controller. A Group Company may be
Processor of another Group Company in its capacity as
Controller. Group Company in its capacity as Processor
shall abide by the following:

3.4.1. in processing Personal Data in its capacity as
Processor, Group Company shall act in accordance with

Personal Data Processing Agreement made with
Controller;
3.4.2. other requirements applicable to Group

Company in its capacity as Processor are provided for in
Article 28 of General Data Protection Regulation.

3.4.3. in processing Personal Data transferred by
Controller, Employees shall in all cases verify the
lawfulness of intended actions in accordance with the
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jmonés ir Duomeny valdytojo sudaryta sutartimi ir joje
aptartais Asmens duomeny tvarkymo ribojimais ir tvarka.

3.5. Duomeny tvarkytojo pasitelkimas. Pries
pasitelkdama Duomeny tvarkytojg Grupés jmoné turi:
(a) jsitikinti, kad Duomeny tvarkytojas jgyvendina tinkamas
technines ir organizacines saugumo priemones ir atitinka
Siy Taisykliy bei Bendrojo duomeny apsaugos reglamento
reikalavimus, ir (b) sudaryti Asmens duomeny tvarkymo
sutartj. Siekdama jsitikinti Duomeny tvarkytojo atitiktimi Siy
Taisykliy bei Bendrojo duomeny apsaugos reglamento
reikalavimams, Grupés jmoné kiekvieno Duomeny
tvarkytojo praso pateikti dokumentais pagrjstus atitinkamus
jrodymus. Esant auksStesniam rizikos lygiui, Duomeny
apsaugos pareigunas gali reguliariai tikrinti Duomeny
tvarkytojo atitiktj minétiems reikalavimams.

3.6. Asmens duomeny tvarkymo sutartis. Asmens
duomeny tvarkymo sutarties reikalavimai yra jtvirtinti
Bendrojo duomeny apsaugos reglamento 28 straipsnio
3 dalyje. Valdymo jmoné parengia ir patvirtina Asmens
duomeny tvarkymo sutarties projekta (forma), kurj kiekviena
Grupés jmoné siekia naudoti, pasirasant Asmens duomeny
tvarkymo sutartis su visais Duomeny tvarkytojais (kai tai yra
objektyviai jmanoma). Sj sutarties projektg (forma)
Duomeny apsaugos pareigiinas perziuri ir atnaujina pagal
poreikj. Pries pasirasant kiekvieng Asmens duomeny
tvarkymo sutartj, jg turi perziuréti ir patvirtinti Duomeny
apsaugos pareigunas.

4., ASMENS DUOMENY TVARKYMO
PRINCIPAI

4.1. Grupé ir kiekviena Grupés jmoné tvarko Asmens
duomenis vadovaudamasi Siais principais:

(a) Duomeny subjekto atzvilgiu Asmens duomenys
tvarkomi teisétu, saziningu ir skaidriu budu
(teisétumo, saziningumo ir skaidrumo principas);

(b) Asmens duomenys renkami nustatytais, aiskiai
apibréztais bei teisétais tikslais ir toliau
nebetvarkomi su tais tikslais nesuderinamu budu
(tikslo apribojimo principas);

(c)  Asmens duomenys turi biiti adekvats, tinkami ir tik
tokie, kuriy reikia siekiant tiksly, dél kuriy jie tvarkomi
(duomeny mazinimo principas);

(d)  Asmens duomenys turi bati tikslds ir prireikus
atnaujinami (tikslumo principas);

(e) Asmens duomenys laikomi tokia forma, kad
Duomeny subjekty tapatybe bty galima nustatyti ne
ilgiau nei tai yra batina tais tikslais, kuriais Asmens
duomenys yra tvarkomi (saugojimo trukmés
apribojimo principas);

6] Asmens duomenys tvarkomi tokiu biidu, kad taikant
atitinkamas technines ar organizacines priemones
baty uztikrintas tinkamas Asmens duomeny
saugumas, jskaitant apsaugg nuo Asmens duomeny

provisions of the agreement made by and between
Group Company and Controller and with the restrictions
and procedures discussed therein.

3.5. Engagement of Processor. Prior to engaging
Processor, Group Company shall (a) satisfy itself that
Processor implements appropriate technical and
organisational security measures and complies with the
requirements of these Rules and of General Data
Protection Regulation, and (b) enter into Personal Data
Processing Agreement. In order to determine whether
Processor fulfils the requirements laid down in these
Rules and in General Data Protection Regulation, Group
Company shall ask for documented evidence to be
submitted by each Processor. In the event of a higher
level of risk, Data Protection Officer shall have the right
to check on a regular basis Processor’'s compliance with
the said requirements.

3.6. Personal Data Processing Agreement.
Requirements for the Personal Data Processing
Agreement are established in Article 28(3) of General
Data Protection Regulation. A draft (template) of
Personal Data Processing Agreement to be used by each
Group Company with all Processors shall be drawn up
and approved by Management Company, where
objectively possible. The draft (template) shall be
revised and, where applicable, updated by Data
Protection Officer. No Personal Data Processing
Agreement shall be signed unless reviewed and
approved by Data Protection Officer.

4. PERSONAL DATA PROCESSING
PRINCIPLES

4.1. Group and each Group Company shall process
Personal Data pursuant to the following principles:

(a) Personal Data shall be processed lawfully, fairly
and in a transparent manner in relation to Data
Subject (the principle of lawfulness, fairness and
transparency);

(b)  Personal Data shall be collected for specified,
explicit and legitimate purposes and not further
processed in a manner that is incompatible with
those purposes (the principle of purpose
limitation);

(c) Personal Data shall be adequate, relevant and
limited to what is necessary in relation to the
purposes for which they are processed (the
principle of data minimisation);

(d)  Personal Data shall be accurate and, where
necessary, kept up to date (the principle of
accuracy);

(e) Personal Data shall be kept in a form which
permits the identification of Data Subjects for no
longer than is necessary for the purposes for
which they are processed (the principle of
storage limitation);

) Personal Data shall be processed in a manner
that ensures appropriate security thereof,
including protection against unauthorised or
unlawful processing and against accidental loss,
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tvarkymo be leidimo arba neteiséto Asmens
duomeny tvarkymo ir nuo netyCinio praradimo,
sunaikinimo ar sugadinimo  (vientisumo ir
konfidencialumo principas);

(g)  Grupé ir Grupés jmonés jgyvendina Taikytiny ir
Taikytiny teisés akty reikalavimus, darbuotoi jy
laikymasi ir kaupia duomenis Bendrojo duomeny
apsaugos reglamento ir kity Taikytiny teisés akty
reikalavimy  atitikCiai  jrodyti  (atskaitomybés
principas).

4.2. Papildomai prie Taisykliy 4.1 punkto, Grupé ir
Grupés jmonés, tvarkydamos Darbuotojy Asmens
duomenis, vadovaujasi Siais pagrindiniais principais:

(a) Darbuotojas yra silpnesnioji darbo santykio salis, jo
sutikimas negali buti pakankamas teisinis pagrindas
tvarkyti dauguma Asmens duomeny rusiy;

(b) Darbuotojo Asmens duomeny tvarkymas gali bdti
reikalingas darbo sutarciai vykdyti ir tam, kad Grupés
imoné, kurios Darbuotojas jis yra, galéty jgyvendinti
savo jsipareigojimus;

(c) Grupés jmonei, kaip darbdaviui, gali bati nustatyti

Asmens duomeny tvarkymas yra neiSvengiamas;

(d)  jei Grupés jmoné deklaruoja teisétg interesg tvarkyti
Darbuotojo Asmens duomenis, Asmens duomeny
tvarkymo tikslas turi buti teisétas; pasirinktas
metodas ir (ar) specifiné technologija turi bati batini,
proporcingi ir jgyvendinami su kuo mazesniu
poveikiu, taip pat turi bati atliktas teiséto intereso
vertinimas, kaip tai numatyta Grupés Teiséto
intereso jvertinimo proceduroje;

(e) Asmens duomeny tvarkymo operacijos turi atitikti
skaidrumo reikalavimus, o Darbuotojai turi buti
aiskiai ir iSsamiai informuoti apie jy Asmens
duomeny tvarkymg, jskaitant bet kokios stebésenos
egzistavimg;

) Grupé ir Grupés jmonés imasi techniniy ir
organizaciniy priemoniy saugiam Darbuotojy
Asmens duomeny tvarkymui uztikrinti.

5. DUOMENUY APSAUGOS PAREIGUNAS
(DAP)

5.1. Kadangi, vadovaujantis Bendrojo duomeny
apsaugos reglamento 37 straipsnio 2 dalimi, jmoniy grupé
gali paskirti vieng Domeny apsaugos pareigiing, jeigu su juo
lengva susisiekti i$ kiekvienos buveinés, Valdymo jmonés
sprendimu Grupéje paskiriamas Grupés Duomeny apsaugos
pareiginas. Kiekviena Grupés jmoné ar kelios Grupés
jmonés kartu taip pat gali paskirti atskirg tos Grupés jmonés
ar keliy Grupés jmoniy Duomeny apsaugos pareiging.

4.2.

destruction or damage, using appropriate
technical or organisational measures (the
principle of integrity and confidentiality);

Group and Group Companies shall implement
legal requirements set out in these Rules and
Applicable Laws, monitor compliance with such
requirements, and shall collect data to prove
compliance with the requirements of General
Data Protection Regulation and other Applicable
Laws (the principle of accountability).

In addition to Section 4.1 hereof, Group and

Group Companies shall process Employees’ Personal
Data pursuant to the following key principles:

(a)

(b)

(f)

5.

5.1.

Employee is the weaker party in the employment
relationship and his/her consent cannot be
considered sufficient legal basis for the
processing of most types of Personal Data;

the processing of Employee’s Personal Data is
necessary for the performance of an
employment contract and for the fulfilment of
obligations of Group Company within which such
Employee is employed;

legal obligations imposed on Group Company, in
its capacity as the employer, makes the
processing of Employee’s Personal Data
unavoidable;

if Group Company pursues the legitimate interest
in the processing of Employee’s Personal Data,
the purpose of Personal Data Processing must
be lawful; the selected method and/or specific
technology must be necessary, proportionate
and implementable with as low impact as
possible, and, in addition, the assessment of the
legitimate interest must be carried out as
prescribed by Group’s Procedure for the
Assessment of Legitimate Interest;

Personal Data Processing operations must
comply with the transparency requirements, and
Employees must be explicitly and
comprehensively informed about their Personal
Data Processing, including about the existence
of any monitoring;

Group and Group Companies will implement
technical and organisational measures in order

to ensure the safe processing of Employees’
Personal Data.

DATA PROTECTION OFFICER (DPO)

Since, pursuant to Article 37(2) of General Data

Protection Regulation, a group of companies may
appoint a single Data Protection Officer provided that
such Data Protection Officer is easily accessible from
each establishment, Data Protection Officer shall be
appointed within Group by decision of Management
Company. Each Group Company or several Group
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5.2. Jeigu Grupéje yra paskirtas Grupés Duomeny

jmoniy atitiktj Taikytiniems teisés aktams bei Duomeny
subjekty prasymy jgyvendinimg, konsultuoja asmens
duomeny apsaugos klausimais, bendradarbiauja su
priezidros institucija. Jeigu yra paskiriami atskiry Grupés
jmoniy (vienos ar keliy) Duomeny apsaugos pareiginai, jie
yra atsakingi uz atitinkamy Grupés jmoniy atitikties
Taikytiniems teisés aktams priezilirg, Duomeny subjekty
prasymy jgyvendinimg, konsultavimg asmens duomeny
apsaugos klausimais, bendradarbiavimag su priezidros
institucija. Tokiu atveju Grupéje veikian¢iy Duomeny
apsaugos pareiguny pareigy pasiskirstyma reglamentuoja
Valdymo jmonés ir atitinkamy Grupés jmoniy, kuriose tokie

Duomeny apsaugos pareigunai yra paskirti, bendrai
nustatyta tvarka.
5.3. Darbuotojai ir Duomeny subjektai turi teise

tiesiogiai kreiptis j Duomeny apsaugos pareigiing(-us) visais
su jy Asmens duomeny tvarkymu susijusiais klausimais.

6. DUOMENY TVARKYMO VEIKLOS JRASAI

6.1. Kiekviena Grupés jmoné tvarko tokios Grupés
jmonés Duomeny tvarkymo veiklos jrasus.

6.2. Duomeny tvarkymo veiklos jrasuose pateikiama
aktuali (nuolat atnaujinama) informacija apie konkrecios
Grupés jmonés tvarkomus Asmens duomenis, jy tvarkymo
tikslus, Asmens duomeny tvarkymo tvarkg, apimtis ir
terminus, kita informacija, nurodyta Bendrojo duomeny
apsaugos reglamento 30 straipsnyje. Uz Duomeny
tvarkymo veiklos jrasy pildyma yra atsakingas tos Grupés
imonés Duomeny apsaugos pareigunas, o jeigu Grupés
jmoné neturi atskiro Duomeny apsaugos pareiguno, -
Grupés Duomeny apsaugos pareigunas.

6.3. Grupés jmoné, gavusi Prieziuros institucijos
praSymg, Duomeny tvarkymo veiklos jrasus pateikia
nedelsdama.

7. ASMENS DUOMENY TVARKYMO
TIKSLAI IR TVARKOMI ASMENS DUOMENYS

7.1. Baigtinis kiekvienos Grupés jmonés tvarkomy
Asmens duomeny saraSas yra pateikiamas tos Grupés
jmonés Duomeny tvarkymo veiklos jrasuose.

7.2. Asmens duomeny tvarkymas kitais tikslais nei tais,
kuriais i$ pradziy buvo rinkti Asmens duomenys, turéty bati
leidziamas tik tuomet, kai Asmens duomeny tvarkymas
suderinamas su tikslais, kuriais i§ pradziy buvo rinkti
Asmens duomenys.

7.3. Jei Darbuotojas, savo darbo veikloje ar kito
Darbuotojo nurodymu, ketina vykdyti veikla Grupés ar
Grupés jmonés vardu ar interesais dél kurios:

Companies jointly may also appoint its own or their own
Data Protection Officer.

5.2. If Data Protection Officer is appointed within
Group, such Data Protection Officer shall be responsible
for the compliance by Group and Group Companies with
Applicable Laws and requests from Data Subjects.
Where Group Companies (one or several) appoint their
own Data Protection Officers, they shall be responsible
for the compliance by relevant Group Companies with
Applicable Laws and requests from Data Subjects. In
such a case, the distribution of responsibilities between
Data Protection Officers within Group shall be governed
by the procedure adopted jointly by Management
Company and Group Companies within which Data
Protection Officers operate.

5.3. Employees and Data Subjects shall have the
right to contact Data Protection Officer(s) directly on any
matter related to their Personal Data Processing.

6. RECORDS OF PROCESSING
ACTIVITIES

6.1. Each Group Company shall maintain its

Records of Processing Activities.

6.2. Records of Processing Activities shall contain
relevant (up-to-date) information on Personal Data
processed by specific Group Company, the purposes,
procedure, scope and time limits of Personal Data
Processing as well as other information specified in
Article 30 of General Data Protection Regulation.
Completion of Records of Processing Activities shall be
under the responsibility of Data Protection Officer of that
specific Group Company or, where Group Company does
not have a separate Data Protection Officer, the
responsibility shall fall under Group’s Data Protection
Officer.

6.3. Records of Processing Activities shall be
immediately submitted by Group Company at
Supervisory Authority’s request.

7. PURPOSES OF PROCESSING OF
PERSONAL DATA AND PROCESSED
PERSONAL DATA

7.1. An exhaustive list of Personal Data processed
by each Group Company shall be given in Records of
Processing Activities.

7.2 Personal Data Processing for purposes other
than those for which Personal Data were initially
collected should be allowed only where the processing
is compatible with the purposes for which Personal Data
were initially collected.

7.3. Where Employee, in the performance of his/her
work duties or on instruction from any other Employee,
intends to engage in the activity on behalf or in the
interest of Group or Group Company, which activity
would:
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7.3.1. atsirasty naujas Asmens duomeny tvarkymo
tikslas, nejtrauktas j Duomeny tvarkymo veiklos jrasus; arba

7.3.2. atsirasty naujas Asmens duomuo, nejtrauktas j
Duomeny tvarkymo veiklos jrasus (nepriklausomai ar tai
naujas tikslas); arba

7.3.3. iS§ esmés pasikeisty operacijos su Asmens
duomenimis pobdis,

Darbuotojas pries pradédamas tokig veikla privalo
informuoti Duomeny apsaugos pareigung ir konsultuotis dél
tokios naujos duomeny tvarkymo operacijos. Darbuotojas
negali pradéti vykdyti naujos veiklos negaves Duomeny
apsaugos pareiguno patvirtinimo.

8. ASMENS DUOMENY TVARKYMO
TEISINIAI PAGRINDAI

8.1. Grupés jmonés tvarko Asmens duomenis esant
bent vienam Siy pagrindy:

8.1.1. Duomeny subjekto sutikimas;

8.1.2. Grupés jmonés su Duomeny subjektu sudaryty

sutarCiy vykdymas, arba siekis imtis veiksmy Duomeny
subjekto prasymu pries sudarant sutartj;

8.1.3.  Grupés jmonei taikomy teisiniy prievoliy, jskaitant
bet neapsiribojant Grupés jmoniy teisines prievoles darbo
teisés ir socialinés apsaugos srityje, vykdymas;

8.1.4. siekiant apsaugoti gyvybinius Duomeny subjekto
ar kito fizinio asmens interesus;

8.1.5. tvarkyti Asmens duomenis bitina siekiant atlikti
uzduotj, vykdoma vieSojo intereso labui arba vykdant Grupés
imonei pavestas viesosios valdzZios funkcijas;

8.1.6. tvarkyti Asmens duomenis bdtina, siekiant teiséty
Grupés jmonés arba TrecCiojo asmens interesy.

8.2. Sutikimas, kaip Asmens duomeny tvarkymo
teisinis pagrindas

8.2.1. Tais atvejais, kai netaikomas joks kitas toliau Sioje
Taisykliy dalyje nurodytas ir Bendrajame duomeny
apsaugos reglamente nustatytas teisinis pagrindas Asmens
duomeny tvarkymui, Asmens duomenys gali bati tvarkomi
tik gavus iSankstinj Duomeny subjekto sutikimg. Pries
renkantis Duomeny subjekto sutikimg, kaip Asmens
duomeny tvarkymo teisinj pagrinda, Grupés jmoné turi
jvertinti kity teisiniy pagrindy taikymo galimybes.

8.2.2. Sutikimas turéty buti duodamas aiskiu aktu
patvirtinant, kad yra suteiktas laisva valia, konkretus,
informacija pagrjstas ir vienareik§mis nurodymas, kad
Duomeny subjektas sutinka, kad bty tvarkomi su juo susije
Asmens duomenys, pavyzdziui, rasStiSkas, jskaitant
elektroninémis priemonémis. Tyléjimas, neveikimas, i$
anksto pazymeéti langeliai, langeliai, kuriuos bitina pazymeéti
siekiant neduoti sutikimo (angl. opt-out boxes), standartiniai
nustatymai, bendro pobudzio sutikimas ir kitos panaSios
priemonés néra laikomos sutikimo davimu. Zodinis
sutikimas gali bati duodamas tik tuo atveju, jei neabejotinai

7.3.1. create a new purpose of processing not
included in Records of Processing Activities; or

7.3.2. create a new element of Personal Data not
included in Records of Processing Activities
(irrespective of the fact if this is for a new purpose); or

7.3.3. materially change the nature of operation
performed on Personal Data,

prior to initiating such activity, Employee shall inform
Data Protection Officer and obtain a consultation on
such new data processing operation. Any new activity to
be taken by Employee shall be subject to the approval by
Data Protection Officer.

8. LEGAL BASIS FOR PERSONAL DATA
PROCESSING

8.1. Group Companies shall process Personal Data
if at least one of the following bases is present:

8.1.1.  Data Subject has given his/her consent;

8.1.2. it is necessary for the performance of
agreements made by Group Companies with Data

Subject or for steps to be taken at Data Subject’s request
prior to entering into an agreement;

8.1.3. it is necessary for the compliance with legal
obligations applicable to Group Company, including, but
not limited to, the legal obligations of Group Companies
in the areas of employment law and social security;

8.1.4. itis necessary for protection of vital interests of
Data Subject or of another natural person;

8.1.5. it is necessary for the performance of a task
carried out in the public interest or in the exercise of
official authority vested in Group Company;

8.1.6. it is necessary for the purpose of legitimate
interests of Group Company or of Third Party.

8.2. Consent as the legal basis for Personal Data
Processing
8.2.1. In the event no other legal basis for Personal

Data Processing as indicated further in this Section and
provided for in General Data Protection Regulation is
applicable, Personal Data may be processed only having
obtained a prior consent of the Data Subject. Before
choosing Data Subject's consent as legal basis for
Personal Data Processing, Group Company shall
evaluate the possibility to apply other legal bases.

8.2.2. Consent should be given by a clear affirmative
act, such as by a written statement, including by
electronic means, establishing a freely given, specific,
informed and unambiguous indication of Data Subject's
agreement to the processing of his/her Personal Data.
Silence, inactivity, pre-ticked boxes, opt-out boxes,
default settings, general consent and other similar
measures shall not be considered to constitute consent.
Verbal consent may be given only in cases where it is
possible to undoubtedly prove the fact of provision of
such verbal consent. Should there be any doubts as to
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jmanoma jrodyti tokio Zodinio sutikimo davimo faktg. Jei
kyla abejonés dél gebéjimo jrodyti Zodinio sutikimo davima,
visada rekomenduojama gauti rasytinj sutikima.

8.2.3. Sutikimas yra ,informacija pagrjstas”, kai pries
prasant sutikimo Duomeny subjektui yra pateikiama
informacija, nurodyta Bendrojo duomeny apsaugos
reglamento 13 arba 14 straipsnyje (santrauka pateikiama
Taisykliy 2 priede). Grupés jmoné, prie§ prasydama
sutikimo, turi pateikti Duomeny subjektui tokig informacija.

8.2.4. Daugeliu atveju, esant kitiems teisétiems Asmens
duomeny tvarkymo pagrindams, Darbuotojy Asmens
duomeny tvarkymo teisinis pagrindas negali buti sutikimas.
Net ir esant Darbuotojo sutikimui, gali bati pripazinta, kad
Grupés jmoné, kaip darbdavys, neturi teiséto pagrindo
tvarkyti Darbuotojo Asmens duomenis dél Grupés jmonés ir
Darbuotojo padéties disbalanso.

8.2.5. Toliau pateikiami galimy sutikimo gavimo budy
pavyzdziai (gali bati naudojami ir kiti bddai, jeigu
neabejotinai jmanoma jrodyti tokio sutikimo davimo faktg):

(a) rastiSko pareiskimo dél sutikimo pasiraSymas;

(b)  pazymint langelj dél
elektroninéje formoje;

sutikimo popierinéje ar

(c) paspaudziant sutikimo nuorodg ar mygtukg
interneto narSyklés lange, mobiliojoje programéléje
ar pan. Tokiu atveju patartina naudoti el. pasto
patvirtinimo funkcijg (angl. double opt-in);

(d)  pasirinkus i$ vienodai gerai matomy taip/ne
pasirinkciy;
(e) atsakius j elektroninj laiskg, kuriuo prasoma

sutikimo (jei Grupés jmoné turi teise siysti tokio
pobudzio laiSkus; placiau apie tiesioginés
rinkodaros pranesimus zr. Taisykliy 10.2 punkte).

8.2.6. Jeigu Duomeny subjekto sutikimas duodamas
rasytiniu pareiskimu, susijusiu ir su kitais klausimais,
prasymas duoti sutikimg pateikiamas tokiu budu, kad jis
baty aiskiai atskirtas nuo kity klausimy, pateiktas
suprantama ir lengvai prieinama forma, aiskia ir paprasta
kalba.

8.2.7. RaSytinio sutikimo tekstas visada turi bduti
derinamas su DAP ir gali bdti naudojamas tik DAP
patvirtinus jo formg. Toks patvirtinimas galimas ir
elektroniniu pastu.

8.2.8. Sutikimas turéty apimti visg Asmens duomeny
tvarkymo veiklg, vykdoma tuo paciu tikslu ar tais paciais
tikslais. Kai Asmens duomenys tvarkomi ne vienu tikslu,
sutikimas turéty buti duotas dél visy duomeny tvarkymo
tiksly.

8.2.9. Duomeny subjektas turi teise bet kuriuo metu
atSaukti savo sutikimg. Sutikimo atSaukimas nedaro
poveikio sutikimu pagrjsto Asmens duomeny tvarkymo,
atlikto iki sutikimo at$aukimo, teisétumui (t.y. iki sutikimo
atSaukimo teisétai sutikimo pagrindu tvarkyti Asmens
duomenys neturi bati istrinami ar kitaip naikinami).
Duomeny subjektas apie tai informuojamas pries jam

the ability to prove the provision of verbal consent, it is
always recommended that a written consent be
obtained.

8.2.3. ‘Informed consent’ is when prior to asking for
consent Data Subject is provided with the information
specified in Article 13 or Article 14 of General Data
Protection Regulation (summary provided in Annex 2 to
the Rules). Before asking for consent, Group Company
shall submit the said information to Data Subject.

8.2.4. In most cases, where there are other lawful
bases for Personal Data Processing, the consent cannot
be treated as legal basis for Employees’ Personal Data
Processing. Even if Employee has given his/her consent,
it may be considered that Group Company, as the
employer, has no lawful basis for Employee’s Personal
Data Processing in case where there is an imbalance
between Group Company and Employee.

8.2.5. The following are examples of ways to obtain
the consent (other ways may be used provided that it is
possible to undoubtedly prove the fact of provision of
such consent):

(a)  signing a written consent statement;

(b)  ticking an opt-in box on paper or electronically;

(c) clicking an opt-in button or link online or using
mobile application, etc. In this case it is
recommended to use e-mail verification (double
opt-in) process;

(d) selecting from equally prominent yes/no options;

(e) responding to an e-mail requesting consent (if
Group Company has the right to send such e-
mails; for more information on direct marketing
communication see Section 10.2 of the Rules).

8.2.6. If Data Subject's consent is given in the form of
written statement which also concerns other matters,
the request for consent shall be presented in a manner
which is clearly distinguishable from the other matters,
in an intelligible and easily accessible form, using clear
and plain language.

8.2.7. The text of written consent shall always be
agreed with DPO and may be used only upon the
approval by DPO. Such approval may also be given by e-
mail.

8.2.8. Consent should cover all Personal Data
Processing activities carried out for the same purpose or
purposes. Where Personal Data Processing has multiple
purposes, consent should be given for all of them.

8.2.9. Data Subject shall have the right to withdraw
his/her consent at any time. The withdrawal of consent
shall not affect the lawfulness of Personal Data
Processing based on consent before its withdrawal (i.e.,
Personal Data lawfully processed based on consent until
its withdrawal shall not be deleted or otherwise
destroyed), and Data Subject shall be informed to that
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duodant sutikima. AtSaukti sutikima turi bati taip pat lengva,
kaip jj duoti.

8.3. Sutarties vykdymas,
tvarkymo teisinis pagrindas

kaip Asmens duomeny

8.3.1.  Sutarties vykdymas ar pasirengimas jg vykdyti gali
bati teisétu Asmens duomeny tvarkymo pagrindu tik tuomet,
kai tvarkomi Asmens duomenys yra bdtini pasirengimui su
Duomeny subjektu sudaryti sutartj ar jg vykdyti.

8.3.2.  Sutarties vykdymas ar pasirengimas jg vykdyti gali
bati teisétu Asmens duomeny tvarkymo pagrindu tik tuomet,
kai ir Duomeny subjektas, ir Grupés jmoné yra (bus) tokios
sutarties Salys.

8.4. Teisiné prievolé, kaip Asmens duomeny tvarkymo
teisinis pagrindas

8.4.1. Grupés jmonés tvarko Asmens duomenis,
siekdamos jgyvendinti joms nustatytas prievoles, jskaitant,
bet neapsiribojant, darbo teisés ir socialinés apsaugos
srityje, kurias nustato Taikytini teisés aktai.

8.42. Asmens duomeny tvarkymo tikslus, apimtis,
terminus, kitas salygas nustato Taikytini teisés aktai.

8.4.3. Teisiné prievolé gali buti teisétu Asmens duomeny
tvarkymo pagrindu tik tuomet, kai Asmens duomeny
tvarkymas aiskiai, o ne abstrakciai, jtvirtintas Taikytinuose
teisés aktuose.

8.5. Gyvybiniai interesai,
tvarkymo teisinis pagrindas

kaip Asmens duomeny

8.5.1. Asmens duomeny tvarkymas, siekiant apsaugoti
gyvybinius interesus, turi buti batinas. Jei asmuo gali duoti
sutikima, Siuo Asmens duomeny tvarkymo pagrindu remtis
negalima.

8.6. Uzduotis vieSojo intereso labui arba viesyjy
funkcijy vykdymas

8.6.1. Remtis Asmens duomeny tvarkymo pagrindu, kai
tvarkyti Asmens duomenis butina siekiant atlikti uzduotj,
vykdoma vieSojo intereso labui arba vykdant Grupés jmonei,
kaip Duomeny valdytojui, pavestas vieSosios valdzios
funkcijas, galima tik tuomet, kai tai yra nustatyta
Taikytinuose teisés aktuose.

8.7. Teisétas interesas,
tvarkymo teisinis pagrindas

kaip Asmens duomeny

8.7.1.  Grupés jmonei tvarkant Asmens duomenis teiséto
intereso pagrindu, Asmens duomeny tvarkymo tikslas turi
biti teisétas, o Asmens duomeny tvarkymo metodas ar
technologija turi bati reikalinga Grupés jmonés interesams
pasiekti. Asmens duomeny tvarkymas taip pat turi buti
proporcingas verslo poreikiams, t. y. tikslui, kurio siekiama
tvarkant Asmens duomenis.

8.7.2.  Prie$ pradedant tvarkyti Asmens duomenis teiséto
intereso pagrindu, visada turi bati jvertintas konkretus

effect prior to giving consent. It shall be as easy to
withdraw as to give consent.

8.3. Contractual performance as the legal basis for
Personal Data Processing

8.3.1. The performance of a contract or pre-
contractual steps may constitute a lawful basis for
Personal Data Processing on condition that Personal
Data being so processed are necessary for the pre-
contractual steps or for the performance of the contract
with Data Subject.

8.3.2. The performance of a contract or pre-
contractual steps may constitute a lawful basis for
Personal Data Processing on condition that both Data
Subject and Group Company are (will be) the parties to
the contract.

8.4. Legal obligation as the legal basis for Personal
Data Processing

8.4.1. Group Companies shall process Personal Data
seeking to fulfil their obligations imposed by Applicable
Laws, including, but not limited to, obligations in
employment law and social security areas.

8.4.2. Purposes, scope, time limits, and other terms
and conditions of Personal Data Processing shall be set
out in Applicable Laws.

8.4.3. Alegal obligation may constitute a lawful basis
for Personal Data Processing only if Personal Data
Processing is explicitly (not obscurely) prescribed by
Applicable Laws.

8.5. Vital interests as the legal basis for Personal
Data Processing

8.5.1.  Personal Data Processing shall be necessary in
order to protect vital interests. A person’s consent
cannot constitute the basis for Personal Data
Processing on the said basis.

8.6. A task in public interest or performance of
public functions

8.6.1. Personal Data Processing on the basis that
such processing is necessary for the performance of a
task carried out in the public interest or in the exercise of
official authority vested in Group Company in its capacity
as Controller shall be permitted only in cases prescribed
by Applicable Laws.

8.7. Legitimate interest as the legal basis for
Personal Data Processing

8.7.1.  Where Personal Data Processing is carried out
by Group Company on the basis of legitimate interest,
the purpose of such processing must be legitimate, and
the processing methods or technologies must be the
ones necessary for achieving Group Company’s
interests. Personal Data Processing must also be
proportionate to the business needs, i.e. the purpose it is
meant to address.

8.7.2. Personal Data Processing on the basis of
legitimate interest shall always require the assessment
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teisétas interesas. Teiséto intereso vertinimo pagalba
nustatomas Asmens duomeny tvarkymo tikslas, jo
teisétumas, Asmens duomeny tvarkymo priemonés bei
metodai, o taip pat yra jvertinamas poveikis Duomeny
subjektui, jo teiséms. Kaip turi biti atliktas teiséto intereso
vertinimo testas, yra nurodyta Grupés Teiséto intereso
jvertinimo procediroje, kurig tvirtina Valdymo jmoné.
Duomeny apsaugos pareigiinas yra atsakingas uzZ teiséto
intereso vertinimo atlikima kiekvienos Asmens duomeny
tvarkymo operacijos atzvilgiu, kai Asmens duomenys
tvarkomi teiséto intereso pagrindu.

9. ASMENS DUOMENUY TVARKYMO
TERMINAI IR ASMENS DUOMENUY
SAUGOJIMAS

9.1. Grupé ir Grupés jmonés tvarko Asmens duomenis
vadovaudamosi Taikytinuose teisés aktuose ir Duomeny
tvarkymo  veiklos jraSuose nustatytais terminais,
atsizvelgdamos j Asmens duomeny tvarkymo tikslus. Jeiyra
priestaravimy tarp Taikytiny teisés akty reikalavimy ir
Duomeny tvarkymo veiklos jrasy, privaloma vadovautis
Duomeny tvarkymo veiklos jrasais.

9.2. Pasibaigus nustatytam Asmens duomeny
tvarkymo terminui, Asmens duomenys sunaikinami Siy
Taisykliy nustatyta tvarka. Taip pat Asmens duomenys
nedelsiant yra sunaikinami, jeigu Duomeny subjektas
Taikytiny teisés akty nustatytais atvejais papraso istrinti jo
Asmens duomenis (teisé biti pamirStam) ar nesutinka su
Asmens duomeny tvarkymu ir Grupés jmoné neturi kito
teiséto pagrindo Asmens duomeny tvarkymui arba Grupés
jmoné turi pagrjsta jtarimg manyti, kad reikia uzkirsti kelig
neteisétam Asmens duomeny naudojimui.

9.3. Asmens duomenys Grupés jmonés vadovo
sprendimu gali buti saugomi ilgesnj terming Taikytiny teisés
akty nustatyta tvarka ir salygomis, pavyzdziui, jei yra
pagrindo manyti, kad Asmens duomeny gali prireikti tiriant
Grupés jmonés patalpose ar pastate, kuriame yra patalpos,
ivykdyta nusikalstama veika, ar kitokj incidenta. Tokiu atveju
Asmens duomenys saugomi iki bus priimtas atitinkamas
teisésaugos institucijy ar teismo sprendimas, susijes su

nusikalstama veika, ar kitoks asmeny,
tirian¢iy/nagrinéjanciy incidentg (pavyzdziui, stichiniy
nelaimiy atveju - draudiky), ar kity asmeny,

tirianciy/nagrinéjanCiy Grupés jmonei zalg sukélusj jvykj,
sprendimas ar iSvada.

9.4. Popieriniai dokumentai sunaikinami tokiu budu,
kad bidty islaikytas  konfidencialumo  principas.
Konfidencialls jrasai turéty biti dedami j konfidencialias
Siuksliy déZes arba dedami j konfidencialius maisus, kuriuos
surenka specialias dokumenty naikinimo paslaugas
teikiancios jmoneés.

9.5. Elektroniniy jrasy iziari Duomeny
apsaugos pareiginas, jei reikia, pasitelkdamas IT saugos
specialisto pagalbg. Bet kokia sunaikinimui skirta
kompiuteriné jranga taip pat turéty bati sunaikinama su IT
saugos specialisto prieziura, siekiant uztikrinti, kad visos
laikmenos bty fiziSkai sunaikintos.

of the specific legitimate interest. By assessing the
legitimate interest, the purpose, lawfulness, measures
and methods of Personal Data Processing shall be
determined, and the impact on Data Subject and on Data
Subject’s rights shall be identified. Instructions of how to
conduct the assessment of legitimate interest shall be
provided for in the Group’s Procedure for the
Assessment of Legitimate Interest approved by
Management Company. Where Personal Data
Processing is made on the basis of legitimate interest,
the assessment of legitimate interest in respect of each
Personal Data Processing operation shall be the
responsibility of DPO.

9. TIME LIMITS FOR PERSONAL DATA
PROCESSING AND PERSONAL DATA
STORAGE

9.1. Personal Data Processing by Group and Group
Companies shall comply with time limits established in
Applicable Laws and in Records of Processing Activities
according to the purposes of Personal Data Processing.
In the event of any discrepancies between Applicable
Laws and Records of Processing Activities, Records of
Processing Activities shall prevail.

9.2. After the expiry of established time limit for
Personal Data Processing, Personal Data shall be
destroyed pursuant to the procedure provided for in
these Rules. Personal Data shall also be immediately
destroyed if Data Subject requests that their Personal
Data be erased (right to be forgotten’) in cases
determined by Applicable Laws or if she/he objects to
Personal Data Processing and Group Company has no
other lawful basis for Personal Data Processing or if
Group Company has reasonable grounds to believe that
the unlawful use of Personal Data must be prevented.

9.3. By decision of Group Company's CEO, Personal
Data may be stored for a longer period of time pursuant
to the procedure and conditions determined by
Applicable Laws, in cases where, for example, there are
grounds to believe that Personal Data may be required
for the investigation of a criminal offence or other
incident conducted on the premises of Group Company
or in the building where the premises are situated. In
such a case, Personal Data shall be stored until a
respective judgment with regard to the criminal offence
is passed by law enforcement bodies or by court, or any
other decision or conclusion is made by persons who
investigate/analyse the incident (for example, by
insurers in case of natural disasters) or by those who
investigate/analyse the event that has caused damage
to Group Company.

9.4. Paper documents shall be destroyed in a
manner that ensures confidentiality principle.
Confidential records shall be deposited in confidential
waste bins or in confidential waste bags to be collected
by companies providing specialised confidential waste
disposal services.

9.5. Deletion of electronic records shall be
supervised by Data Protection Officer who may involve
an IT-Security Officer if needed. Any hardware intended
for destruction shall be destroyed under the supervision
of IT-Security Officer to ensure that all mediums are
physically destroyed.
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10. ATSKIRI ASMENS DUOMENUY
TVARKYMO ATVEJAI
10.1. Asmens duomeny tvarkymas potencialiy ar

esamy klienty kreditingumo vertinimo tikslu

10.1.1. Darbuotojas, prie§ pradédamas vertinti, ar
Duomeny subjektui galima parduoti prekes ar paslaugas su
atidétu atsiskaitymo terminu (mokéjimu) ar kitaip vertinti
asmens kreditinguma, turi gauti Duomeny subjekto prasyma
sudaryti sutartj, kuris rengiamas pagal Grupés jmonés
patvirtintg forma. Siuo atveju Asmens duomenys tvarkomi
vadovaujantis Bendrojo duomeny apsaugos reglamento
6 straipsnio 1 dalies (b) punktuy, t. y., siekiant imtis veiksmy
kliento prasymu prie$ sudarant sutartj.

10.1.2. Duomeny subjektui turi biti pateikta informacija,
kaip Grupés jmoné tvarkys jo Asmens duomenis, pateikiama
nuoroda j Grupés jmonés Privatumo politika.

10.1.3. Atliekant Duomeny subjekto  kreditingumo
vertinimg, galima rinkti tik tiek Asmens duomeny apie

Duomeny subjektg, kiek nurodoma Grupés jmonés
kreditavimo rizikos valdymo taisyklése.
10.2. Asmens duomeny tvarkymas tiesioginés

rinkodaros tikslu

10.2.1. Darbuotojas, kuris tiesiogiai bendrauja su klientais
ir teikia jiems pasiulymus, organizuoja renginius ir Sventes
klientams, Darbuotojams ar jy vaikams, taip pat naudoja
asmeny nuotraukas / filmuotg medziagg, tvarko socialiniy
tinkly paskyras, t.y, pardavimo  vadybininkas,
administratorius, marketingo specialistas, personalo
skyriaus darbuotojas ir kt., turi susipazinti su Atmintine
darbuotojams dél tiesioginés rinkodaros, renginiy ir
nuotrauky bei vaizdo jrasy (Atmintinés pridedamos kaip
3 priedas prie Taisykliy).

10.2.2. Naudoti elektroniniy rysiy paslaugas, jskaitant
elektroninio pasto praneSimy siuntimg, tiesioginés
rinkodaros tikslu leidziama tik Atmintinéje darbuotojams dél
tiesioginés rinkodaros, renginiy ir nuotrauky bei vaizdo jrasy
numatytais atvejais ir tvarka (Atmintinés pridedamos kaip
3 priedas prie Taisykliy).

10.2.3. Bet kokia komunikacija (pvz., elektroninio laiSko
siuntimas, skambinimas), siekiant gauti sutikimg teikti
tiesioginés  rinkodaros  pasitilymus, yra negalima
komunikacijos metu neturint Duomeny subjekto sutikimo.
Draudziama siysti elektroninius laiskus, SMS zinutes ar
skambinti Duomeny subjektui klausiant, ar jis sutinka gauti
tiesioginés rinkodaros pasitlymus. Duomeny subjekto
iSankstinis sutikimas dél Asmens duomeny naudojimo
tiesioginés rinkodaros tikslais turi bati gaunamas kitais
bidais (pvz., iSreiskiant sutikimg interneto svetainéje (jei
tokia forma naudojama), sudarant sutartj, uzpildant jvairias
formas).

10.2.4. Jeigu Asmens duomenys tvarkomi tiesioginés
rinkodaros tikslais, Duomeny subjektas turi teise nesutikti
su tokiu duomeny tvarkymu, o jj daves, bet kada nemokamai
atSaukti, nesvarbu, ar tai yra pirminis ar tolesnis duomeny

10. INDIVIDUAL CASES OF PERSONAL
DATA PROCESSING
10.1.  Personal Data Processing for assessment of

the creditworthiness of potential or existing clients

10.1.1. Before starting to assess whether goods or
services may be sold to Data Subject under the deferred
payment scheme or otherwise assess a person’s
creditworthiness, Employee must receive Data Subject’s
request for an agreement, such request to be made in
the form approved by Management Company. In that
case, Personal Data shall be processed in accordance
with Article 6(1)(b) of General Data Protection
Regulation, i.e. in order to take steps at the client’s
request prior to entering into a contract.

10.1.2. Data Subject must be provided with information
on how his/her Personal Data will be processed by Group
Company via reference to Group Company’s Privacy
Policy.

10.1.3. For assessing Data Subject'’s creditworthiness,
Personal Data of that Data Subject may be collected only
to the extent specified in Group Company’s Credit Risk
Management Rules.

10.2.  Personal Data Processing for direct marketing
purposes
10.2.1. Employee who directly communicates with

clients and gives them offers or organizes events and
celebrations for clients or Employees/their children or
uses personal images/videos or manages social
network accounts, i.e. a sales manager, an administrator,
a marketing specialist, a personnel department
employee, etc.,, must be familiar with the Memo to
Employees on Direct Marketing, Events, Images and
Videos (Memos attached as Annex 3 to the Rules).

10.2.2. Use of electronic communication services,
including sending emails for direct marketing purposes
shall only be permitted in cases and following procedure
provided in the Memo to Employees on Direct Marketing,
Events, Images and Videos (Memos attached as
Annex 3 to the Rules).

10.2.3. No communication (e.g. sending an email letter
or giving a call) in order to obtain consent to receiving
direct marketing offers shall be permitted without Data
Subject giving his/her consent to such communication.
It shall not be allowed to send email letters, SMS
messages or give calls to Data Subject asking whether
he/she consents to receiving direct marketing offers.
Data Subject’s prior consent for the use of Personal Data
for direct marketing purposes must be obtained in some
other ways (e.g. by expressing such consent on the
Internet website (should that form of consenting be
used) or by making an agreement or by filling out certain
forms).

10.2.4. Where Personal Data are processed for direct
marketing purposes, Data Subject should have the right
not to consent to such processing or, if already
consented, to withdraw such consent at any time and
free of charge, whether with regard to initial or further
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tvarkymas. Apie tokig teise Duomeny subjektas turi buti
aiskiai informuojamas.

10.2.5. Grupés jmoné, gavusi Duomeny subjekto sutikimo
atSaukimag arba nesutikimg tvarkyti Asmens duomenis,
nedelsiant iStrina Duomeny subjekto Asmens duomenis ir
nebesiungia tiesioginés rinkodaros pranesimy. Sios teisés
jgyvendinimas ribojamas, jei Asmens duomeny tvarkymas
yra bitinas siekiant laikytis Taikytiny teisés akty nustatytos
teisinés prievolés ir (ar) siekiant pareiksti, vykdyti arba
apginti teisétus interesus. Bet kuriuo atveju, sutikimo
atSaukimas ir/arba nesutikimas tvarkyti Asmens duomenis
nedarys poveikio Asmens duomeny tvarkymo, atlikto iki
atSaukimo, teisétumui (t.y. Duomeny subjektui atSaukus
sutikima, neturi bati istrinti iki tol teisétai rinkti ar kitaip
tvarkyti Asmens duomenys).

10.3.  Vaizdo duomeny tvarkymas

10.3.1. Tvarkyti vaizdo duomenis (jrengti filmavimo
kameras) galima tik jeigu tam yra teisétas Bendrojo
duomeny apsaugos reglamento 6 straipsnio 1 dalyje
nurodytas pagrindas, pavyzdziui, teisétas interesas uztikrinti
asmeny ir turto sauguma (BDAR 6 straipsnio 1 dalies
f punktas).

10.3.2. Prie$ patenkant j patalpas, kur jrengtos filmavimo
kameros, privalo bati Zenklai, informuojantys apie vykdoma
vaizdo stebéjima. Informaciniame Zenkle privaloma
nurodyti: (@) Asmens  duomeny tvarkymo tikslg;
(b) kontaktine informacijg apie duomeny valdytojg (Grupés
jmone); (c) informacijg apie Duomeny subjekto teises arba
nuorodg j Grupés jmonés Privatumo politika.

10.3.3. Jeigu vaizdo kameras ketinama jrengti patalpoje,
kur bus stebimi Darbuotojai, ar ketinama naudoti vaizdo
kameras su garso jrasymo funkcija, pries tai privaloma atlikti
poveikio duomeny apsaugai vertinimg Taisykliy 13 dalyje
numatyta tvarka.

10.3.4. Darbuotojai apie atliekamg vaizdo stebéjima privalo
bati informuoti Siy Taisykliy 11 dalyje nurodyta tvarka.

10.4. Darbuotojy Asmens duomeny tvarkymas

10.4.1. Grupé, siekdama uztikrinti Darbuotojy Asmens
duomeny apsaugg, nustato Siuos draudimus, taikomus
visoms Grupés jmonéms:

(@) tvarkyti su darbo reikmémis nesusijusius
(perteklinius) Darbuotojo Asmens duomenis;

(b) pateikti Darbuotojo Asmens duomenis Tretiesiems
asmenims, iSskyrus Duomeny tvarkymo veiklos
jrasuose ir (ar) Taikytinuose teisés aktuose
nustatytus atvejus;

(c) pazeisti Darbuotojo asmeninio suzinojimo slaptuma,
net ir jgyvendinant nuosavybés ar valdymo teises j
darbo vietoje naudojamas informacines ir
komunikacines technologijas;

(d) daryti vaizdo ir garso jraSg, jei tiesiogiai siekiama
kontroliuoti Darbuotojo darbo kokybe ir apimtis.

processing. That right should be explicitly brought to the
attention of Data Subject.

10.2.5. In case of withdrawal of Data Subject’s consent
or objection by Data Subject to Personal Data
processing, Group Company shall immediately delete
Data Subject’'s Personal Data and discontinue sending
direct marketing communications. This right shall be
limited should Personal Data processing be necessary in
order to comply with legal obligations under Applicable
Laws and/or to establish, exercise and defend legal
claims. Anyway, the withdrawal of consent and/or
objection to Personal Data processing shall not affect
the lawfulness of processing based on consent before
its withdrawal (i.e. no Personal Data lawfully collected or
otherwise processed before the withdrawal of Data
Subject’s consent shall be deleted).

10.3.  Processing of video data

10.3.1. Processing of video data (installation of video
cameras) shall only be permitted on legitimate grounds
specified in Article 6(1) of General Data Protection
Regulation, e.g., the legitimate interest to ensure the
safety of people and property (Article 6(1)(f) of GDPR).

10.3.2. Entrance to the premises containing video
cameras must be marked with signs warning about
video surveillance. Such information signs must specify:
(a) purpose for which Personal Data are processed;
(b) Controller's (Group Company’s) contact details
(c) information about Data Subject’s rights or reference
given to Group Company'’s Privacy Policy.

10.3.3. A data protection impact assessment must be
carried out in accordance with Section 13 of the Rules
before video cameras are to be installed on the premises
for watching Employees or video cameras with sound
recording are intended to be used.

10.3.4. Information about video surveillance must be
brought to the attention of Employees pursuant to
Section 11 of these Rules.

10.4.  Processing of Employees’ Personal Data
10.4.1. To ensure the protection of Employees’

Personal Data, the following bans applicable to all Group
Companies have been established by Group:

(a) processing of Employee’s Personal Data not
related to work activities (excess data);

(b)  provision of Employee’s Personal Data to Third
Parties except for the cases indicated in the
Records of Processing Activities and/or
Applicable Laws;

(c) breach of confidentiality of Employee’s personal
knowledge even when exercising ownership or

possession rights to the information and
communication technologies used at the
workplace;

(d) video and audio recording carried out for direct
control of Employee’s work quality and scope.
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10.4.2. ]gyvendindama Darbuotojy teise j jy Asmens 10.4.2. To implement Employees’ right to the
duomeny apsauga, Grupé numato ir papildomus protection of their Personal Data, Group shall also

reikalavimus, taikomus kiekvienai Grupés jmonei:

(a) Valdymo jmoné parengia, reguliariai perzidri ir, esant
poreikiui, atnaujina: (i) Informaciniy ir komunikaciniy
technologijy naudojimo bei darbuotojy stebésenos ir
kontrolés darbo vietoje tvarkos aprasa, taikoma visai
Grupei ir kiekvienai Grupés jmonei; (ii) Asmens
duomeny saugumo pazeidimy reagavimo tvarkos
aprasa. Kiekviena Grupés jmoné supazindina su
Siais dokumentais savo Darbuotojus.

(b) Kiekviena Grupés jmoné parengia, reguliariai perzidri
ir, esant poreikiui, atnaujina Darbuotojy asmens
duomeny saugojimo politikg bei supazindina su
Siais dokumentais savo Darbuotojus.

(c) Grupei ar Grupés jmonei diegiant naujus
technologinius procesus ir kitas Darbuotojy
privataus gyvenimo apsaugg galinCias pazeisti
priemones, privaloma surengti informavimo ir
konsultavimo procediras su Grupés jmonés darbo
taryba (jeigu taikytina) ir, esant poreikiui, atlikti
poveikio duomeny apsaugai vertinimg Taisykliy
13 dalyje numatyta tvarka.

10.4.3. Grupés jmonés elektroninés  komunikacijos
stebéjimg vykdo tik tais atvejais, kai toks Darbuotojo
elektroninés komunikacijos stebéjimas yra bdtinas ir
negalima imtis kitokiy prevenciniy priemoniy, kurios maziau
riboty asmeny privatuma.

10.4.4. Esant iSankstiniam Darbuotojo sutikimui, Grupés
jmoné taip pat gali tvarkyti kitus tokio Darbuotojo Asmens
duomenis. Tais atvejais, kai sutikimas yra vienintelis teisinis
pagrindas, kuriuo vadovaujantis galima tvarkyti Darbuotojo
Asmens duomenis, Darbuotojas turi teise bet kada atSaukti
savo sutikimg Siy Taisykliy nustatyta tvarka ir (ar)
igyvendinti kitas savo, kaip Duomeny subjekto teises,
numatytas Taikytinuose teisés aktuose.

10.4.5. Detali informacija apie Darbuotojy asmens duomeny
tvarkyma yra pateikiama Darbuotojy asmens duomeny
saugojimo politikoje. Informacija apie Darbuotojy stebéseng
yra pateikiama Grupés Informaciniy technologijy ir
darbuotojy stebésenos ir kontrolés darbo vietoje tvarkoje.

10.5.  Kandidaty asmens duomeny tvarkymas

10.5.1. Grupés jmoné turi teise tvarkyti tik tuos Kandidato
Asmens duomenis, kurie susije su Sio asmens kvalifikacija,
profesiniais gebéjimais ir dalykinémis savybémis, iSskyrus
jstatymuose nurodytus atvejus.

10.5.2. Draudziama tvarkyti Kandidato Specialiy kategorijy
asmens duomenis bei Asmens duomenis apie
apkaltinamuosius nuosprendzius ir nusikalstamas veikas
arba susijusias saugumo priemones, iSskyrus tuos atvejus,
kai Sie Asmens duomenys btini patikrinti, ar Kandidatas

determine additional requirements applicable to each
Group Company:

(a) Management Company shall draft, review on a
regular basis and, where applicable, update
(i) the Procedure for the Use of Information and
Communication  Technologies and for
Monitoring and Control of Employees at Their
Workplace; (i) the Procedure for Responding to
Personal Data Breaches. Each Group Company
shall bring the above documents to the attention
of its Employees.

(b)  Each Group Company shall draft, review on a
regular basis and, where applicable, update the
Policy for the Storage of Employees’ Personal
Data and shall bring it to the attention of its
Employees.

(¢) When implementing new technological
processes or other measures that are likely to
breach Employees’ private life, the Group or
Group Company shall organise information and
consultation procedures concertedly with Group
Company’s works council (if any) and, where
necessary, perform a data protection impact
assessment in accordance with Section 13 of the
Rules.

10.4.3. Group Companies shall carry out electronic
communication monitoring only when such monitoring
of Employee’s electronic communication is necessary
and no other preventative measures less restricting the
privacy of persons are available.

10.4.4. Group Company shall also be allowed to
process Employee’s other Personal Data subject to that
Employee’s prior consent. Where such consent
constitutes the only legal basis for the processing of
Employee’s Personal Data, Employee shall be entitled to
withdraw his/her consent at any time in accordance with
these Rules and/or to exercise his/her other rights, to
which Employee is entitled in his/her capacity as Data
Subject, as determined in Applicable Laws.

10.4.5. Details on the processing of Employees’
Personal Data are provided in the Policy for the Storage
of Employees’ Personal Data. Information on employee
monitoring is given in the Procedure for the Use of
Information and Communication Technologies and for
Monitoring and Control of Employees at Their
Workplace.

10.5.  Processing of Candidates’ Personal Data
10.5.1. Only Candidate’s Personal Data relating to that
person’s qualifications, professional skills and business
qualities may be processed by Group Company unless
otherwise required by law.

10.5.2. It shall not be allowed to process Special
Categories of Candidate’s Personal Data or Personal
Data relating to criminal convictions and offences, or to
security measures unless such Personal Data must be
checked to ensure whether Candidate concerned
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atitinka jstatymuose nustatytus reikalavimus pareigoms eiti
arba darbams dirbti.

10.5.3. Grupés jmoné gali rinkti Kandidato Asmens
duomenis, susijusius su kvalifikacija, profesiniais
gebéjimais ir dalykinémis savybémis, i§ buvusio darbdavio
pries$ tai informavusi Kandidatg, o i$ esamo darbdavio - tik
Kandidato sutikimu. Informavimas gali bdti pateikiamas
paciame darbo skelbime arba darant nuoroda j Grupés
jmonés Privatumo politika.

10.5.4. Grupés jmoné neturi teisés perzituréti Kandidaty
socialinés ziniasklaidos tinkly asmeniniy paskyry, nebent
apie tai iS anksto informuojama ir tik tiek, kiek tai batina
nustatyti Kandidato tinkamumag konkre¢iy funkcijy
vykdymui.  Socialinés  paskyros, skirtos iSimtinai
asmeniniam interesui tenkinti, neturéty bati tikrinamos.

10.5.5. Grupés jmoné neturi teisés reikalauti, kad
Kandidatas leisty gauti informacijg, kuria Kandidatas su
kitais dalijasi per socialinius tinklus.

10.5.6. Grupés jmoneé privalo sunaikinti be galimybés atkurti
visus Asmens duomenis, kurie susije su Kandidatais j
Grupés jmonés siulomas darbo vietas, jei Kandidatui
pasiulymas jsidarbinti nebuvo pateiktas, taip pat, jei buvo
pateiktas, o pasililymo buvo atsisakyta ir jei Kandidatas
neisreiské sutikimo, kad jo Asmens duomenys buty
tvarkomi su tikslu ateityje pasialyti jam darbo viets,
atitinkancia jo kvalifikacija.

10.5.7. Skelbime dél darbo vietos arba Kandidato Asmens
duomeny gavimo metu (jei atranka vykdoma ne skelbimo
bldu) privalo bdti pateikta visa Bendrojo duomeny
apsaugos reglamento 13 arba 14 straipsnyje nurodyta
informacija (santrauka pateikiama Taisykliy 2 priede) arba
pateikta nuoroda j Privatumo politikg ir informacija, kad bus
kreipiamasi j buvusius darbdavius, ir (arba) bus tikrinama
Kandidato paskyra profesiniame socialinés Ziniasklaidos
tinkle (jeigu taikoma). Jeigu norima pasilikti Kandidato CV ir
(arba) motyvacinj laiska, Kandidatui pasitloma pasirasyti
Kandidato sutikimg dél Asmens duomeny tvarkymo, kurio
forma tvirtina Valdymo jmoné.

10.6. Asmens duomeny  tvarkymas interneto

svetainése, socialinés ziniasklaidos paskyrose

10.6.1. Informacija, kuri yra susijusi su Asmens duomeny
rinkimu, naudojimu, susipazinimu, tvarkymu, Asmens
duomeny tvarkymo mastu, kiekviena Grupés jmoné pateikia
Duomeny subjektams savo Privatumo politikoje.

10.6.2. Grupés jmoné, skelbdama Darbuotojy Asmens
duomenis savo interneto svetainéje (iSskyrus kontaktiniy
duomeny skelbimg) ar socialinés ziniasklaidos paskyrose,
privalo gauti tokiy Darbuotojy iSankstinius sutikimus.

10.7. Specialiy kategorijy Asmens duomeny tvarkymas

10.7.1. Grupés jmonés neturi teisés tvarkyti Specialiy
kategorijy asmens duomeny, iSskyrus atvejus, kai:

(a) Duomeny subjektas aiskiai sutiko, kad tokie Asmens
duomenys bty tvarkomi vienu ar keliais nurodytais

satisfies the statutory requirements that make him/her
suitable for the office or the job.

10.5.3. Group Company may collect Candidate’s
Personal Data relating to his/her qualifications,
professional skills and business qualities from a former
employer with prior notice to Candidate, and from the
current employer — only with Candidate’s consent.
Notification may be given in the job advertisement or by
reference to Privacy Policy of the Group Company.

10.5.4. Group Company shall have no right to view
Candidates’ personal accounts in social media networks
otherwise than with prior notice to Candidate and only to
the extent necessary to determine Candidate’s suitability
for certain job responsibilities. No social media accounts
used solely for personal needs should be checked.

10.5.5. Group Company shall have no right to demand
from Candidate to allow access to information shared by
Candidate with others via social networks.

10.5.6. Group Company must destroy by a permanent
deletion all Personal Data of Candidates applying to
positions offered by Group Company if no employment
offer has been issued to Candidate or, if issued, the offer
has been declined and Candidate has not given consent
to the processing of his/her Personal Data for the
purpose of offering him/her another position
corresponding to Candidate’s qualifications in the
future.

10.5.7. All information indicated in Article13 or
Article 14 of GDPR (summary provided in Annex 2 to the
Rules) or reference to Privacy Policy as well as
information that former employers will be contacted
and/or that Candidate’s account on the professional
social media site (if any) will be checked must be given
in the job advertisement or at the time of receiving
Candidate’s Personal Data (if the selection is carried out
otherwise than through job advertisements). Should
Candidate’s CV and/or motivation letter be wished to be
retained, Candidate shall be offered to sign Candidate’s
Consent to the Processing of Personal Data Form
approved by Management Company.

10.6.  Processing of Personal Data on Internet
websites and in social media accounts

10.6.1. Information relating to the collection, use,
processing of and access to Personal Data as well as the
scope of such processing shall be made available by
each Group Company to Data Subjects in its Privacy
Policy.

10.6.2. For publishing Employees’ Personal Data on its
website (except for contact data) or in social media
accounts, Group Company must obtain prior consents of
those Employees.

10.7.  Processing of Special Categories of Personal
Data
10.7.1. Group Company shall not be entitled to process

Special Categories of Personal Data, except when:

(a) Data Subject has given his/her explicit consent to
the processing of such Personal Data for one or



AB AKOLA GROUP

GRUPES ASMENS DUOMENUY TVARKYMO TAISYKLES / GROUP PERSONAL DATA PROCESSING RULES

18143

tikslais, iSskyrus Taikytinuose teisés aktuose
numatytas isimtis;

(b) tvarkyti Specialiy kategorijy asmens duomenis
bdtina, kad Grupés jmoné arba Duomeny subjektas
galéty jvykdyti prievoles ir naudotis specialiomis
teisémis darbo ir socialinés apsaugos teisés srityje;

(c)  tvarkyti Specialiy kategorijy asmens duomenis
batina, kad buty apsaugoti gyvybiniai Duomeny
subjekto arba kito fizinio asmens interesai, kai
Duomeny subjektas dél fiziniy ar teisiniy priezasciy
negali duoti sutikimo;

(d)  tvarkomi Asmens duomenys, kuriuos Duomeny
subjektas yra akivaizdziai paskelbes viesai;

(e)  tvarkyti Specialiy kategorijy asmens duomenis
batina siekiant pareiksti, vykdyti arba apginti
teisinius reikalavimus;

) tvarkyti Specialiy kategorijy asmens duomenis
bitina dél svarbaus viesojo intereso priezasciy;

(g)  tvarkyti Specialiy kategorijy asmens duomenis
bidtina dél vieSojo intereso priezasCiy visuomenés
sveikatos srityje, siekiant uztikrinti aukstus
sveikatos priezilros standartus.

10.7.2. Specialiy kategorijy asmens duomenys turi bati
Sifruojami.

10.8. Asmens duomeny apie apkaltinamuosius
nuosprendzius ir nusikalstamas veikas tvarkymas

10.8.1. Grupés jmonéms draudziama tvarkyti asmens
duomenis apie apkaltinamuosius nuosprendzius ir
nusikalstamas veikas, iSskyrus atvejus, kai tai aiskiai
leidziama Taikytinuose teisés aktuose.

10.9. Asmens duomeny tvarkymas Grupés jmonés
teisiy ir interesy apsaugos jgyvendinimui

10.9.1. Grupés jmoné, siekdama apsaugoti savo interesus,
gali Asmens duomenis perduoti teismui, antstoliui, Grupei ar
Grupés jmonei atstovaujantiems teisininkams, antstoliams
ar kitiems Grupés ar Grupés jmonés interesams
atstovaujantiems asmenims.

11. DARBUOTOJY SUPAZINDINIMAS

11.1. Kai pagal Bendrojo duomeny apsaugos
reglamento, kity Taikytiny teisés akty, Siy Taisykliy ar kity
vidiniy Grupés ar Grupés jmoniy dokumenty reikalavimus
Darbuotojai turi bati supazindinami su dokumentais,
reglamentuojancCiais  Asmens  duomeny apsauga,
Darbuotojai supazindinami taip:

11.1.1. nedelsiant po atitinkamo dokumento patvirtinimo
jis iSsiunCiamas Darbuotojams, kurie turi Grupés ar Grupés
jmonés jiems suteiktg elektroninio pasto adresg, tokiu
elektroninio pasto adresu, ar kitu elektroninio pasto adresu,
kurj Grupés jmoné teisétai tvarko ar kitomis Grupéje ar
Grupés jmonéje paprastai naudojamomis elektroninémis
Darbuotojy informavimo priemonémis;

more specified purposes unless otherwise
provided for in Applicable Laws;

(b) processing of Special Categories of Personal
Data is necessary for Group Company or Data
Subject to carry out their obligations and to
exercise specific rights in the field of labour and
social security law;

(c) processing of Special Categories of Personal
Data is necessary for protecting the vital
interests of Data Subject/any other natural
person in cases when Data Subject is physically
or legally incapable of giving consent;

(d) processing relates to Personal Data that have
been manifestly made public by Data Subject;

(e) processing of Special Categories of Personal
Data is necessary for the establishment, exercise
or defence of legal claims;

) processing of Special Categories of Personal
Data is necessary for the reasons of substantial
public interest;

(g)  processing of Special Categories of Personal
Data is necessary for the reasons of public
interest in the field of public health seeking to
ensure high standards of health care.

10.7.2. Special Categories of Personal Data must be
encrypted.

10.8.  Processing of Personal
criminal convictions and offences

Data relating to

10.8.1.
processing of Personal
convictions and offences,
permitted by Applicable Laws.

Group Companies shall be prohibited from the
Data relating to criminal
except when explicitly

10.9. Personal Data processing for implementing
protection of Group Company’s rights and interests

10.9.1. Inorder to protect its interests, Group Company
may transfer Personal Data to a court/bailiff or to
lawyers/bailiffs representing Group or Group Company
or to other persons representing Group’s or Group
Company's interests.

11. EMPLOYEE AWARENESS

11.1. If according to General Data Protection
Regulation, other Applicable Laws, these Rules or other
internal documents of Group/Group Company,
Employees must be familiarized with the documents
governing Personal Data protection, such documents
shall be made available to them as follows:

11.1.1. when approved, a relevant document shall be
immediately forwarded to Employees who have an email
address assigned to them by Group or Group Company
at such email address assigned to them or at any other
email address lawfully managed by Group Company or
by other electronic means normally used by the Group or
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11.1.2. nedelsiant po atitinkamo dokumento patvirtinimo jis
patalpinamas Grupés ar Grupés jmonés serveryje (ar kitoje
vietoje, kur saugomi visi Grupés ar Grupés jmonés vidaus
dokumentai, tvarkos ir taisyklés) ir ten yra pasiekiamas
Darbuotojams bet kuriuo metu;

11.1.3. kiekvienas naujas Darbuotojas supazindinamas su
tokiu dokumentu pirmaja jo darbo ar funkcijy atlikimo dieng
Grupéje ar Grupés jmonéje, pateikiant jam dokumentg
elektroniniu pastu ar kitaip sudarant galimybe pasiekti
dokumentsg;

11.1.4. kitais atvejais, kai dél bet kokiy priezasCiy néra
galimybés Darbuotojo supazindinti elektroniniu pastu, su
dokumentu supazindinami rastu.

11.2. Elektroniniu pastu
laikomas jteiktu:

iSsiystas dokumentas yra

11.2.1. tg pacCig darbo dieng, jei buvo iSsiystas ne véliau kaip
likus 1 (vienai) valandai iki atitinkamo Darbuotojo darbo
laiko pabaigos;

11.2.2. kitg darbo dieng, jei buvo iSsiystas véliau nei likus
1 (vienai) valandai iki atitinkamo Darbuotojo darbo laiko
pabaigos arba po jo darbo laiko pabaigos;

11.2.3. artimiausia darbo dieng, jei buvo iSsiystas poilsio ar
Svenciy dieng;

11.2.4. artimiausig Darbuotojo darbo dieng, jei buvo
iSsiystas  Darbuotojui jo kasmetiniy atostogy ar
nedarbingumo metu;

11.2.5. artimiausiag ~ Darbuotojo  darbo  dieng po
komandiruotés, jei buvo iSsiystas Darbuotojui jo
komandiruotés metu, o komandiruotéje nebuvo uztikrintas
interneto rysys.

12.  ASMENS DUOMENUY PERDAVIMAS
(TEIKIMAS)

12.1.  Asmens duomenys gali biti perduodami (teikiami)
kitiems asmenims tik Taikytinuose teisés aktuose
numatytais atvejais ir tvarka.

12.2. Grupés jmoné Asmens duomenis gali perduoti j
TreCigsias valstybes tik laikydamasi Taikytiny teisés akty
reikalavimy, jei Trecioji valstybé uztikrina tinkamo lygio
apsaugg, Grupés jmonés Duomeny tvarkymo veiklos
jraSuose numatytais atvejais ir apimtimi.

12.3. Galimi Asmens duomeny perdavimo | Trecigsias
valstybes pagrindai:

12.3.1. Perduodant Asmens duomenis | TrecCigsias
valstybes, reikia jsitikinti, ar tokia TrecCioji valstybé suteikia
tinkamag Asmens duomeny apsaugos lygj pagal Europos
Komisijos sprendimg. Treciyjy Saliy sarasas, kurios
uztikrina tinkamg apsaugos lygj yra skelbiamas gia.

Group Company for the purposes of informing the
Employees;

11.1.2. when approved, a relevant document shall be
immediately uploaded onto Group’s or Group Company’s
server (or elsewhere, where all internal documents,
procedures and rules of Group or Group Company are
stored) to be accessible to Employees at any time;

11.1.3. each new Employee shall be made familiar with
such document on the first day of his/her employment
or engagement by Group or Group Company, by receiving
that document via email or otherwise getting access to
it;

11.1.4. however, where due to some reasons sending
the document by email is not possible, Employee shall
be granted access to it in hardcopy format.

11.2. A document sent by email shall be deemed to
have been delivered:

11.2.1. on the same business day if sent at least
1 (one) hour before end of the working day of the
Employee;

11.2.2. on the next business day if sent less than
1 (one) hour before end of the working day of the
Employee or thereafter;

11.2.3. on the immediately succeeding business day if
sent on a day off or on a public holiday;

11.2.4. onthe immediately succeeding business day of
the Employee if sent to Employee during his/her annual
leave or sick leave;

11.2.5. on Employee’s business day immediately
succeeding his/her business trip if sent to Employee
during such business trip on which no Internet service
was available.

12. TRANSFER (SUBMISSION) OF
PERSONAL DATA
12.1.  Personal Data may only be transferred

(submitted) to others when and as required by
Applicable Laws.

12.2.  Group Company shall be permitted to transfer
Personal Data to Third Countries strictly in accordance
with Applicable Laws provided that Third Country
ensures an adequate level of protection in the cases and
to the extent determined in Group Company’s Records of
Processing Activities.

12.3. It shall be possible to transfer Personal Data to
Third Countries on the following grounds:

12.3.1. When transferring Personal Data to Third
Countries, it should be ascertained whether that Third
Country ensures adequate level of protection in
accordance with a decision of the European
Commission. A list of Third Countries ensuring adequate
level of protection can be accessed here.


https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en

AB AKOLA GROUP

GRUPES ASMENS DUOMENUY TVARKYMO TAISYKLES / GROUP PERSONAL DATA PROCESSING RULES

20143

12.3.2. Jeigu Trecioji valstybé néra tinkamag Asmens
duomeny apsaugag uztikrinanciy Saliy sarase, tuomet
Grupés jmoné gali perduoti Asmens duomenis j TreCigja
valstybe pagal Bendrojo duomeny apsaugos reglamento
V skyriaus nuostatas, pavyzdziui:

a) Grupés jmoné su TreCigja valstybe gali pasirasyti
standartines duomeny apsaugos salygas, kurios
skelbiamos Cia.

b) Asmens duomeny perdavimas yra bitinas Duomeny
subjekto ir Grupés jmonés sutarcCiai vykdyti.

13. POVEIKIO DUOMENY APSAUGAI
VERTINIMAS

13.1. Poveikio duomeny apsaugai vertinimas Grupéje ar
Grupés jmonéje atliekamas, kai dél Asmens duomeny
tvarkymo gali kilti didelis pavojus asmeny teiséms ir
laisvéems.

13.2. Poveikio duomeny apsaugai vertinimas
atliekamas pagal Valdymo jmonés patvirtinta forma.
Poveikio duomeny apsaugai vertinimg atlieka atsakingu
paskirtas darbuotojas, konsultuojamas ir izid
Duomeny apsaugos pareiguno.

13.3. Poveikio duomeny apsaugai vertinimas turi buti
atliekamas prie§ Asmens duomeny tvarkyma. Jeiguy,
atliekant poveikio duomeny apsaugai vertinima, nustatoma,
kad tvarkant Asmens duomenis kilty didelis pavojus, jei
Grupé ar Grupés jmoné nesiimty priemoniy pavojui
sumazinti, Grupé ar Grupés jmoné, pries pradédama tvarkyti
Asmens duomenis, konsultuojasi su Prieziuros institucija.

13.4. PanasSius didelius pavojus kelianCiy Asmens
duomeny tvarkymo operacijy sekai iSnagrinéti galima atlikti
vieng vertinima. Vienas bendras vertinimas gali bdti
atliekamas ir keliy Grupés jmoniy Asmens duomeny
tvarkymo operacijy atzvilgiu.

14. ASMENS DUOMENY SAUGUMO
PRIEMONES
14.1. Organizacinés ir techninés saugumo priemoneés

14.1.1. Siekdamos uztikrinti Asmens duomeny apsaugg,
Grupé ir Grupés jmonés jgyvendina arba numato jgyvendinti
organizacines, technines ir fizines priemones.

14.1.2.Be  kity  priemoniy, jgyvendinamos  Sios

organizacinés Asmens duomeny saugumo priemones:

(@) Valdymo jmoné patvirtina Informaciniy ir
komunikaciniy technologijy naudojimo ir darbuotojy
stebésenos ir kontrolés darbo vietoje tvarkos aprasg,
kuris yra taikomas visoms Grupés jmonéms.

12.3.2. Where Third Country is not on the list of
countries ensuring adequate Personal Data protection,
then Group Company may transfer Personal Data to
Third Country in accordance with Chapter V of General
Data Protection Regulation, for example:

(@) Group Company and Third County may sign
standard data protection rules, which can be
accessed here.

(b) Personal Data transfer is necessary for carrying
out the agreement between Data Subject and

Group Company.
13. DATAPROTECTION IMPACT
ASSESSMENT
13.1. A data protection impact assessment shall be

performed in Group or Group Company when Personal
Data processing is likely to result in a high risk to the
rights and freedoms of natural persons.

13.2.  The data protection impact assessment shall
be performed in the form approved by Management
Company. The data protection impact assessment shall
be performed by a designated person under the advice
and supervision of DPO.

13.3.  The data protection impact assessment shall
be performed prior to Personal Data processing. Where
the data protection impact assessment indicates that
the processing of Personal Data might result in a high
risk if no measures to reduce it are taken by Group or
Group Company, Group or Group Company shall consult
the Supervisory Authority prior to the processing of
Personal Data.

13.4. A single assessment may address a set of
similar processing operations that present similar high
risks. One common assessment may be performed with
respect to Personal Data processing operations carried
out by several Group Companies.

14. PERSONAL DATA SECURITY
MEASURES

14.1.  Organisational and technical security
measures

14.1.1. Seeking to ensure Personal Data protection,
Group and Group Companies shall implement/seek to
implement organizational, technical and physical
measures.

14.1.2. The following organizational Personal Data
security measures shall be implemented apart from
other measures:

(a) Management Company shall approve the
Procedure for the Use of Information and
Communication  Technologies and for
Monitoring and Control of Employees at their
Workplace to be applied through Group.


https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/standard-contractual-clauses-scc_en
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/standard-contractual-clauses-scc_en
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(b)  Valdymo jmoné patvirtina Poveikio duomeny
apsaugai vertinimo procedirg, kurig taiko visos
Grupés jmonés.

(c) Valdymo jmoné patvirtina Teiséto intereso vertinimo
procedirg, kurig taiko visos Grupés jmonés.

(d) Kiekvienoje Grupés jmonéje Saugumo politikoje

numatyta tvarka vedamas, perzidrimas ir
atnaujinamas IT istekliy, naudojamy Asmens
duomenims tvarkyti, registras (techninés,

programinés ir tinklo jrangos).

(e)  Visi Grupés ar atskiros Grupés jmonés IT sistemy
pakeitimai stebimi ir registruojami Saugumo
politikoje numatyta tvarka.

) Valdymo jmoné patvirtina iSsamig reagavimo j
Asmens duomeny saugumo pazeidimus ir jy
padariniy likvidavimo tvarka (Asmens duomeny
saugumo pazeidimy reagavimo tvarkos aprasas),
taikoma visoms Grupés jmonéms.

(g) Valdymo jmoné tvirtina Grupei ir visoms Grupés
jmonéms taikomg saugumo politika.

14.1.3. Grupéje taikomos techninés saugumo priemonés
numatomos Saugumo politikoje.

14.1.4. Be kity priemoniy jgyvendinamos Sios fizinés
saugumo priemonés:

(a) Dokumentai,
privalo bati
patalpose.

kuriuose yra Asmens duomenys,
laikomi rakinamuose balduose ar

(b) Privalo bti laikomasi ,$varaus stalo” principo.

(c) Jgyvendinama TrecCiyjy asmeny jéjimo kontrolé.

14.2. Reikalavimai asmenims, tvarkantiems Asmens
duomenis

14.2.1. Prieiga prie Asmens duomeny gali bati suteikta tik
tam Darbuotojui, kuriam Asmens duomenys yra reikalingi jo
funkcijoms vykdyti. Darbuotojas automatiSkai netenka
teisés tvarkyti Asmens duomeny, kai pasibaigia darbo ar kiti
teisiniai santykiai su Grupés jmone arba jo darbo ar kitos
funkcijos pasikeicia tokiu bddu, kad prieiga prie Asmens
duomeny jam tampa nebebiitina.

14.2.2. Su Asmens duomenimis galima atlikti tik tuos
veiksmus, kuriems atlikti Darbuotojui yra suteiktos teisés.
14.2.3. Darbuotojas, tvarkantis Asmens duomenis, privalo:
(a) Laikytis pagrindiniy Asmens duomeny tvarkymo

reikalavimy ir saugumo reikalavimy, jtvirtinty Siose
Taisyklése ir Taikytinuose teisés aktuose.

(b) Laikytis jam taikomo konfidencialumo susitarimo
nuostaty.

(b) Management Company shall approve the Data
Protection Impact Assessment Procedure to be
applied throughout Group.

(c) Management Company shall approve the
Legitimate Interest Assessment Procedure to be
applied throughout Group.

(d)  Each Group Company shall maintain, review and
update a register of IT resources used for
Personal Data processing (hardware, software
and network equipment) in accordance with the
Security Policy.

(e)  All Group’s or Group Company's IT system
updates shall be monitored and recorded in
accordance with the Security Policy.

) a comprehensive Personal Data breach response
and liquidation procedure shall be approved by
Management Company (the Procedure for
Responding to Personal Data Breaches) to be
applied throughout Group.

(99 The Management Company approves the
Security Policy applicable to the Group and Group
Companies.

14.1.3. The technical security measures applicable in
the Group shall be determined in the Security Policy.

14.1.4. Apart from other measures, the following
physical security measures shall be implemented:

(a) documents containing Personal Data shall be
kept in locked cabinets or premises;

(b)  the “clean table” principle shall be respected;

(c)  Third Party entry access control shall be
implemented.
14.2. Requirements for persons processing

Personal Data

14.2.1. Access to Personal Data may only be granted
to Employee who needs such Personal Data for the
performance of his/her job responsibilities. Employee
shall automatically forfeit the right to process Personal
Data upon termination of his/her employment or other
legal relationship with Group Company or change of
his/her job or other responsibilities to such extent that
access to Personal Data becomes unnecessary.

14.2.2. Only authorised actions shall be permitted to be
performed by Employee with Personal Data.

14.2.3. Employee processing Personal Data shall:

(a) comply with the main Personal Data processing
requirements and security requirements
established in these Rules and in Applicable
Laws;

(b)  comply with the provisions of the relevant
confidentiality agreement;
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(c) Nepazeisti Siose Taisyklése ir/ar Saugumo politikoje
numatyty ir/ ar kity Grupés ar Grupés jmonés
nustatyty organizaciniy ir techniniy Asmens
duomeny saugumo priemoniy.

(d) Neatskleisti, neperduoti ir nesudaryti salygy bet
kokiomis priemonémis susipazinti su Asmens
duomenimis né vienam asmeniui, kuris néra
jgaliotas tvarkyti Asmens duomeny.

(e) Domeétis Asmens duomeny apsaugos aktualijomis ir
problemomis, esant galimybei kelti kvalifikacija
asmens duomeny teisinés apsaugos srityje.

14.2.4. Tinkamo Asmens duomeny tvarkymo tikslais Grupé
siekia uztikrinti Asmens duomeny tvarkymo mokymus
visiems Darbuotojams, kurie tvarko Asmens duomenis,
vykdydami savo tiesiogines funkcijas. Mokymai vykdomi ne
reciau kaip kartg per kalendorinius metus.

14.3.  Prieigos kontrolé

14.3.1. Prieigos teisés prie Grupés ar atskiros Grupés
imonés informaciniy sistemy, kuriose tvarkomi Asmens
duomenys, nustatomos Saugos politikoje. Sios teisés yra
nustatomos, atsizvelgiant j kiekvieno Darbuotojo pareigas,
vykdomas funkcijas. IT saugos specialistas turi uztikrinti,
kad Darbuotojai, kuriems suteiktas leidimas naudotis
Grupés ar Grupés jmonés informacinémis sistemomis,
kuriose tvarkomi Asmens duomenys, turéty prieigg tik prie
ty Asmens duomeny, kuriems taikomas jy prieigos leidimas
(prieigos duomeny kontrolé). Tais atvejais, kai bdtina
nukrypti nuo patvirtinty prieigos teisiy taisykliy, arba reikia
pavaduoti konkrety Darbuotojg, prieigos teises suteikia IT
saugos specialistas, tiesioginio konkretaus Darbuotojo
vadovo arba Grupés jmonés vadovo sillymu, esant
Duomeny apsaugos pareiguno pritarimui. IT saugos
specialistas veda tokiy prieigos teisiy sarasa.

14.3.2. Grupé ar Grupés jmoné, suteikdama prieigg prie
informacijos, vadovaujasi $iais principais:

(a) batinumo Zinoti principas — leidimas susipazinti su
informacija gali bti duodamas tik tais atvejais, kai
tai yra batina veiklai vykdyti;

(b) maziausiy privilegijy principas - naudotojams
suteikti leidimai turi atitikti paskirtj, kuriai informacija
bus naudojama; ir

(c) pareigy atskyrimo principas - sprendimai dél
prieigos teisiy turi bati priimami atsizvelgiant |
galimus interesy konfliktus.

14.4.  Asmens duomeny saugumo pazeidimas

14.4.1. Duomeny apsaugos pareigunas nuolat stebi Grupéje

vykdomy Asmens duomeny tvarkymo procesy atitiktj
Taisykléms bei Taikytiniems teisés aktams.

14.4.2. lvykus bet kokiam Asmens duomeny saugumo
pazeidimui, dél kurio Duomeny subjektas gali patirti kiino
suzalojimg, turtine ar neturtine zalg, pavyzdziui, prarasti
savo Asmens duomeny kontrole, patirti teisiy apribojima,

(c) refrain from breaching any organisational or
technical Personal Data security measures
provided for in these Rules and/or the Security
Policy and/or other measures established by
Group or Group Companies;

(d) refrain from disclosing, transferring or giving
whatever other access to Personal Data to
anyone not authorised to process Personal Data;

(e) take interest in Personal Data protection issues
and problems, and, if possible, raise
qualifications in the field of legal protection of
Personal Data.

14.2.4. For the purpose of proper processing of
Personal Data, Group shall seek to ensure Personal Data
processing trainings to all Employees processing
Personal Data in the course of their direct job
responsibilities. Such trainings shall be organised at
least once per calendar year.

14.3.  Access control

14.3.1. Rights of access to Group's or Group
Company’s information systems used to process
Personal Data shall be defined in the Security Policy.
These rights shall be determined considering each
Employee’s duties and job responsibilities. IT-Security
Officer shall ensure that Employees authorised to use
Group’s/Group Company’s information systems used to
process Personal Data may access such Personal Data
only to the extent permitted by their access authorisation
(access data control). In cases where derogation from
the approved rules for access is necessary or
substitution of some particular Employee is required,
such access rights shall be granted by IT-Security
Officer by suggestion from that Employee’s immediate
superior of from Group Company’s CEO subject to DPO’s
approval. IT-Security Officer shall maintain a list of such
access rights.

14.3.2. When providing access to information, Group or
Group Company shall adhere to the following principles:

(a) the need-to-know principle - access to
information may only be given when this is
necessary for the performance of activities;

(b)  the least privilege principle — authorisations
granted to users must be consistent with the
intended use of information; and

(c) the separation-of-duty principle — decisions on
the access rights must be made with due regard
to possible conflicts of interest.

14.4.  Personal Data security breaches

14.4.1. DPO shall constantly monitor the compliance of

Personal Data processing operations carried out in
Group with these Rules and Applicable Laws.

14.4.2. Inthe event of any Personal Data breach, which
may result in physical, pecuniary or non-pecuniary
damage to Data Subject, such as loss of control over
his/her Personal Data or limitation of his/her rights or
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diskriminacijg, gali biti pavogta ar suklastota jo asmens
tapatybé, padaryta finansiniy nuostoliy, neleistinai
panaikinti pseudonimai, pakenkta reputacijai, prarasti
asmens duomenys, kurie saugomi profesine paslaptimi,
konfidencialumas, padaryta kita ekonominé ar socialiné zala
atitinkamam Duomeny subjektui, atitinkama Grupés jmoné
privalo pranesti Priezitros institucijai ir/ar pac¢iam Duomeny
subjektui nepagrjstai nedelsdama ir, jei jmanoma, nuo to
laiko, kai apie tai buvo suzinota, praéjus ne daugiau kaip
72 (septyniasdesimt ~ dviem)  valandoms, laikantis
reikalavimy ir tvarkos, kuri yra numatyta Valdymo jmonés
patvirtintame Asmens duomeny saugumo pazeidimy
reagavimo tvarkos aprasSe, naudojant prie jo pridétg
pranesimo forma.

15. DUOMENUY SUBJEKTY TEISIY
JGYVENDINIMAS
15.1. Duomeny subjektas turi teise pasinaudoti visomis

savo, kaip Asmens duomeny subjekto, teisémis, pateikes
Grupés jmonei asmens tapatybe patvirtinantj dokumentg
arba teisés akty nustatyta tvarka ar elektroniniy rysiy
priemonémis, kurios leidzia tinkamai identifikuoti asmenj,
patvirtings savo asmens tapatybe.

15.2. Grupés jmonés uztikrina Duomeny subjekty teises
vadovaujantis Bendrojo duomeny apsaugos reglamento
Ill skyriaus nuostatomis, Duomeny subjekty teisiy
igyvendinimo tvarkoje, Privatumo politikoje ir Siose
Taisyklése nustatyta tvarka, apimtimi ir terminais. Valdymo
jmoné tvirtina Duomeny subjekty teisiy jgyvendinimo tvarka
ir ji privaloma visoms Grupés jmonéms.

16. ATSAKOMYBE

16.1. Darbuotojams, tvarkantiems Asmens duomenis,
Duomeny apsaugos pareigunui, kurie pazeidzia Bendrajame
duomeny apsaugos reglamente ar kituose Taikytinuose
teisés aktuose numatytus reikalavimus arba Sias Taisykles,
taikomos Taikytinuose teisés aktuose numatytos
atsakomybés priemoneés.

17. BAIGIAMOSIOS NUOSTATOS

17.1. Taisykliy laikymosi priezidra ir, esant poreikiui,
perziura, patikima Grupés Duomeny apsaugos pareiginui.
Taisyklés yra perzitrimos (esant poreikiui, atnaujinamos)
kasmet, arba tada, kai pasikeicia Taikytini teisés aktai.
Taisyklés keiciamos Valdymo jmonés vadovo jsakymu.

17.2. Jeigu kuri nors Siy Taisykliy ar kito Grupés ar
Grupés jmonés dokumento, reglamentuojanio Asmens
duomeny apsauga, nuostata taps negalima ar
prieStaraujancia Taikytiniems teisés aktams, arba dél kurios
nors priezasties taps dalinai arba visai negaliojancia, ji
nedarys negaliojanCiomis likusiy Taisykliy nuostaty.

18.  TAISYKLIY PRIEDAI
18.1. Sie Taisykliy priedai sudaro neatskiriama Taisykliy
dalj:

discrimination, identity theft or fraud, financial loss,
unauthorised reversal of pseudonymisation, damage to
reputation, loss of confidentiality of personal data
protected by professional secrecy or any other
significant economic or social disadvantage to relevant
Data Subject, Group Company concerned shall notify
Supervisory Authority and/or Data Subject concerned
without undue delay and, where feasible, not later than
72 hours after having become aware of such breach,
acting in accordance with the requirements and in the
manner determined in the Procedure for Responding to
Personal Data Breaches approved by Management
Company and using the recommended notification form
attached to the said Procedure for Responding to
Personal Data Breaches.

15. IMPLEMENTATION OF DATA
SUBJECTS' RIGHTS
15.1.  Data Subject shall have the right to use all of the

rights to which he/she is entitled as Data Subject after
submission of an identity document or confirmation of
his/her identity to Group Company in the manner
determined by laws or via electronic communication
means that allow for the proper identification of a
person.

15.2.  Group Companies shall ensure Data Subjects’
rights in accordance with Chapter Il of GDPR, the
Procedure for the Implementation of Data Subjects’
Rights, Privacy Policy, and these Rules. The Procedure
for the Implementation of Data Subjects’ Rights shall be
approved by Management Company and shall binding on
all Group Companies.

16. LIABILITY
16.1.  Having breached the requirements laid down in
General Data Protection Regulation or in other

Applicable Laws, or having disregarded these Rules,
Employees processing Personal Data or Data Protection
Officers shall be liable to sanctions envisaged in
Applicable Laws.

17.  FINAL PROVISIONS

17.1. Compliance monitoring and, if necessary,
revision of these Rules shall be carried out by Data
Protection Officer. Rules shall be revised (and if
necessary, updated) annually or when changes are made
to Applicable Laws. Rules shall be amended by the order
of Management Company’s CEO.

17.2.  If any provision of these Rules or of any other
Group or Group Company document governing the
protection of Personal Data is found to be unenforceable
or contrary to Applicable Laws, or becomes fully or
partially invalid for whatever reason, the validity of the
remaining provisions of these Rules will not be affected.

18.  ANNEXES TO THE RULES

18.1. The following Annexes shall constitute an
integral part of these Rules.
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1 priedas. Vidiniy dokumenty, reglamentuojanciy Asmens
duomeny apsauga Grupéje ir Grupés jmonése, rodyklé;

2 priedas. Informacija, kuri pagal BDAR 13 ir 14 straipsnius
turi bati pateikta Duomeny subjektui;

3 priedas. Atmintinés darbuotojams dél tiesioginés
rinkodaros, renginiy ir nuotrauky bei vaizdo jrasy.

Annex 1: Index of Internal Documents Governing
Personal Data Protection in the Group and Group
Companies;

Annex 2: Information to be Provided to Data Subjects
According to Articles 13 and 14 of GDPR;

Annex 3: Memos to Employees on Direct Marketing,
Events, Images and Videos.
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1 priedas

4 )

Asmens duomeny tvarkymo taisyklés

Duomeny subjekty teisiy jgyvendinimo tvarka

Informaciniy ir komunikaciniy technologijy naudojimo bei

darbuotojy stebésenos ir kontrolés darbo vietoje tvarkos aprasas Tvirtina
Valdymo
jmone,
Asmens duomeny saugumo pazeidimy reagavimo tvarkos aprasas taikoma
visoms Grupés
jmonéms

Poveikio duomeny apsaugai vertinimo tvarka

Teiséto intereso tvarkant asmens duomenis nustatymo tvarka

Darbo su duomeny tvarkytojais tvarka K j
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Annex 1
Personal Data Processing Rules
Procedure for the Implementation of Rights of the Data Subjects
Procedure for the Use of Information and Communication
Technologies and Monitoring and Control of Employees at Their Approves
Place of Work Management
Company,
applicable to
Procedure for the Response to Personal Data Breaches all Group
Companies
Data Protection Impact Assessment Procedure
Procedure for the Identification of Legitimate Interest with Regard to
the Processing of Personal Data

Procedure for Working with Data Processors \ /



2 priedas

INFORMACIJA, KURI PAGAL BDAR 13 IR 14 STRAIPSNIUS TURI BUTI PATEIKTA DUOMENY SUBJEKTUI

Reikalaujamos pateikti informacijos
pobudis

Susijes straipsnis (jei asmens
duomenys renkami tiesiogiai i$

duomeny subjekto)

Susijes straipsnis (jei asmens
duomenys gaunami ne i§ duomeny

subjekto (registrai ir kita)

Pastabos dél informacijos reikalavimo

Duomeny valdytojo ir, jei taikoma, jo
atstovo tapatybé ir kontaktiniai duomenys

13 straipsnio 1 dalies a punktas

14 straipsnio 1 dalies a punktas

Naudojantis Sia informacija turi bati galima lengvai nustatyti
Duomeny valdytojo tapatybe ir, pageidautina, jvairiu bidu
susisiekti su Duomeny valdytoju (pvz., turéty bati nurodytas
telefono numeris, el. pasto adresas, pasto adresas irt. t.).

Duomeny apsaugos pareiguno, jei
taikoma, kontaktiniai duomenys

13 straipsnio 1 dalies b punktas

13 straipsnio 1 dalies b punktas

Nurodomi Grupés ar atskiros Grupés jmonés Duomeny apsaugos
pareigiino kontaktai (vardas, pavardg, el. pasto adresas, adresas).

Duomeny tvarkymo tikslai ir teisinis
pagrindas

13 straipsnio 1 dalies c punktas

14 straipsnio 1 dalies ¢ punktas

Duomeny tvarkymo tikslg ir pagrinda galima pasitiksinti Duomeny
tvarkymo veiklos jrasuose.

Jei duomeny tvarkymo teisinis pagrindas
yra teiséti interesai (6 straipsnio 1 dalies f
punktas), teiséti interesai, kuriy siekia
Duomeny valdytojas arba Trecioji Salis

13 straipsnio 1 dalies d punktas

14 straipsnio 2 dalies b punktas

Duomeny subjektui turi buti nurodytas konkretus teisétas
interesas. Pavyzdziui, teisétas interesas uztikrinti Grupés Jmonés
ir Duomeny subjekty sauguma.

Susijusiy asmens duomeny kategorijos

Nereikalaujama

14 straipsnio 1 dalies d punktas

Sig informacija reikalaujama pateikti 14 straipsnyje nustatyta
tvarka, nes Asmens duomenys buvo gauti ne i§ Duomeny
subjekto, todél jis/ ji néra pakankamai informuotas apie tai, kokiy
kategorijy Asmens duomenis Duomeny valdytojas gavo.

Asmens duomeny gavéjai (arba jy
kategorijos)

13 straipsnio 1 dalies e punktas

14 straipsnio 1 dalies e punktas

Gavéjas yra fizinis arba juridinis asmuo, valdzios institucija,
agentura ar kita jstaiga, kuriai atskleidziami asmens duomenys,
nesvarbu, ar tai trecioji Salis ar ne. Gavéjai yra kiti Duomeny
valdytojai, bendri duomeny valdytojai ir Duomeny tvarkytojai,
kuriems perduodami arba atskleidziami Asmens duomenys.
Pavyzdziui, Valstybiné mokesciy inspekcija, bankai, notarai, kitos
Grupés jmonés ir kt. Galima nurodyti tik duomeny gavéjy
kategorijas, pavyzdziui, paslaugy teikéjai ir kt.

ISsami informacija apie Asmens duomeny
perdavima TreCiosioms valstybéms, tokio
perdavimo faktg ir iSsami informacija apie

13 straipsnio 1 dalies f punktas

14 straipsnio 1 dalies f punktas

Turéty bati nurodytas susijes BDAR straipsnis, pagal kurj
leidziama perduoti duomenis, ir atitinkamas mechanizmas (pvz.,
sprendimas deél tinkamumo pagal 45 straipsnj, jmonei privalomos
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Reikalaujamos pateikti informacijos

pobudis

atitinkamas apsaugos priemones
(jskaitant tai, ar Komisija yra priémusi
sprendimg dél tinkamumo), badus, kaip
gauti jy kopijg, arba apie tai, kur
suteikiama galimybé su jais susipazinti.

Susijes straipsnis (jei asmens
duomenys renkami tiesiogiai i$
duomeny subjekto)

Susijes straipsnis (jei asmens
duomenys gaunami ne i§ duomeny
subjekto (registrai ir kita)

taisyklés pagal 47 straipsnj, standartinés duomeny apsaugos

Pastabos dél informacijos reikalavimo

sglygos pagal 46 straipsnio 2 dal;j ir (arba) nukrypti leidZianCios
nuostatos ir apsaugos priemonés pagal 49 straipsnj, ir t. t.). Taip
pat turéty buti pateikta informacija apie tai, kur ir kaip galima
susipazinti su atitinkamu dokumentu arba jj gauti, pavyzdziui, Siuo
tikslu pateikiant nuorodg | taikytg mechanizmg. Pagal
sgziningumo principg, apie Asmens duomeny perdavimg
TreCiosioms valstybéms teikiama informacija turéty buti kuo
prasmingesné Duomeny subjektams; paprastai tai reiskia, kad turi
bati konkreciai jvardytos Treciosios valstybés.

Saugojimo laikotarpis (arba, jei jo nurodyti
nejmanoma, kriterijai, pagal kuriuos jis
nustatomas)

13 straipsnio 2 dalies a punktas

14 straipsnio 2 dalies a punktas

Asmens duomeny saugojimo laikotarpj galima pasitikslinti
Duomeny tvarkymo veiklos jrasuose. Bendras saugojimui
terminui taikomas principas: Asmens duomenys neturi buti
saugomi ilgiau, negu reikia tikslams dél kuriy jie yra tvarkomi
pasiekti.

Duomeny subjekty teisés j:

o prieiga prie duomeny;

o klaidy istaisymg;

o duomeny istrynimg;

o duomeny tvarkymo apribojimg;

o nesutikimg, kad duomenys bty
tvarkomi;

o duomeny perkeliamuma.

13 straipsnio 2 dalies b punktas

14 straipsnio 2 dalies ¢ punktas

Sios Duomeny subjekty teisés iSsamiai yra paaiskintos Grupés
privatumo politikoje. Arba galima nurodyti Sig informacija:

. Prieiga prie duomeny: Jei mes saugome ar bet kokiu
bidu naudojame Jisy asmens duomenis, Jus turite
teise su jais susipazinti. Norédami tai padaryti, pateikite
mums rasytinj praSyma dap@akolagroup.lt.

. Klaidy iStaisymas: JUs turite teise prasyti musy iStaisyti
bet kokius turimy duomeny netikslumus. Tokiu atveju
mes galime paprasyti Jusy patvirtinti iStaisyta
informacija.

. Duomeny istrynimas: JUs turite teise prasyti misy
istrinti JGsy asmens duomenis. Si teisé jgyvendinama
Bendrojo duomeny apsaugos reglamento 17 straipsnyje
numatytais atvejais.

. Duomeny tvarkymo apribojimas: Jus turite teise prasyti
musy riboti Jisy asmens duomeny tvarkyma arba jy
netvarkyti.

. Nesutikimas, kad duomenys bty tvarkomi: Js turite

teise, Taikomuose teisés aktuose nurodytais atvejais,
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Reikalaujamos pateikti informacijos

pobudis

Susijes straipsnis (jei asmens
duomenys renkami tiesiogiai i$

duomeny subjekto)

Susijes straipsnis (jei asmens
duomenys gaunami ne i§ duomeny

subjekto (registrai ir kita)

Pastabos dél informacijos reikalavimo

nesutikti, kad mes naudotuméme Jusy asmens
duomenis.

. Duomeny perkeliamumas: Jus turite teise j duomeny,
kuriuos i$ Jusy gavome Jums sutinkant arba sutarties
sudarymo tikslais, perkélimg. Jums pasinaudojus Sia
teise, Jusy prasymu perkelsime Jisy pateikty duomeny

kopija.

Jei Asmens duomeny tvarkymas
grindziamas  sutikimu (arba  aiskiu
sutikimu), teisé bet kada atSaukti sutikima

13 straipsnio 2 dalies ¢ punktas

14 straipsnio 2 dalies d punktas

Pateikiant Sig informacijg, turéty bati nurodyta, kaip galima
atSaukti sutikima, uztikrinant, kad atSaukti sutikimg Duomeny
subjektui turéty bati taip pat lengva, kaip ir jj duoti. Pavyzdziui,
nurodyti, kad sutikimg galima atSaukti iSsiuntus pranesimag
Duomeny apsaugos pareigunui ar pateikti aktyvig nuoroda.

Teisé  pateikti
institucijai

skundg  prieziuros

13 straipsnio 2 dalies d punktas

14 straipsnio 2 dalies e punktas

Jeigu manote, kad jusy asmens duomenis tvarkome netinkamai,
galite pateikti skunda prieziuros institucijai:

. Lietuvoje Valstybinei duomeny apsaugos inspekcijai
(www.vdai.lrv.It);

. Latvijoje: Datu Valsts inspekcija,
(https://www.dvi.gov.Iv/);

. Estijoje: Andmekaitse inspektsioon,
(https://www.aki.ee/).

Tai, ar informacijos pateikimas yra teisés
aktais arba  sutartyje = numatytas
reikalavimas, ar reikalavimas, kurj batina
jvykdyti norint sudaryti sutartj, arba ar yra
nustatyta prievolé pateikti Sig informacija,
ir informacija apie galimas tokiy
duomeny nepateikimo pasekmes.

13 straipsnio 2 dalies e punktas

Nereikalaujama

Internetinése formose turéty bati aiskiai nurodyta, kuriuos laukus
privaloma uzpildyti, kuriy uZzpildyti nebdtina ir kokios bus
privalomy lauky neuzpildymo pasekmés.

Asmens duomeny kilmés Saltinis, ir, jei
taikoma, ar tie duomenys gauti i$ vieSai
prieinamo Saltinio

Nereikalaujama

14 straipsnio 2 dalies f punktas

Turéty buti nurodytas konkretus Asmens duomeny Saltinis,
iSskyrus atvejus, kai to padaryti nejmanoma. Jei konkretus Saltinis
nejvardijamas, pateikiant informacijg reikéty nurodyti: Saltiniy
pobidj (t. y. ar Saltiniai priklauso vieSiesiems, ar privatiems
subjektams) ir organizacijy, pramonés $aky ir (arba) sektoriy
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e BT R e AT T Susijes straipsnis (jei asmens Susijes straipsnis (jei asmens

obiidis duomenys renkami tiesiogiai i$ duomenys gaunami ne i§ duomeny Pastabos dél informacijos reikalavimo
P duomeny subjekto) subjekto (registrai ir kita)

tipus. Pavyzdziui, Asmens duomenys gauti i§ V] ,Registry
centras”.

Tai, kad esama automatizuoto sprendimy | 13 straipsnio 2 dalies f punktas 14 straipsnio 2 dalies g punktas Jeigu sprendimg,
priemimo, jskaitant profiliavima, ir, jei
taikoma, prasminga informacija apie
loginj jo pagrindima, taip pat tokio
duomeny tvarkymo reikSme ir numatomas
pasekmes duomeny subjektui

kuris turés svarbiy pasekmiy Duomeny
subjektui (nebus skiriamas kreditas, suteikta darbo vieta ir kt.),
priima algoritmas, tuomet Duomeny subjektas turi biti apie tai
informuotas. Be to, Duomeny subjektui turi bati suteikta galimybé
pateikti praSyma, kad algoritmo priimtg sprendima perziuréty
Zmogus.
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Annex 2

INFORMATION TO BE PROVIDED TO DATA SUBJECTS ACCORDING TO ARTICLES 13 AND 14 OF GDPR

Required Information Type Relevant article (if Personal Data

collected directly from Data

Relevant article (if Personal Data
not obtained from the Data Subject)

Comments on information requirement

Subject)

The identity and contact details of the
Controller and, where applicable, their
representative

Article 13.1 (a)

Article 14.1 (a)

This information should allow for easy identification of the
Controller (usually Group or Group Company) and preferably allow
for different forms of communications with the Personal Data
Controller (e.g. phone number, email, postal address, etc.)

Contact details for the Data Protection
Officer, where applicable

Article 13.1 (b)

Article 14.1 (b)

Contact details of Group or Group Company Data Protection
Officer (name, surname, email, address).

The purposes and legal basis for the
processing

Article 13.1 (c)

Article 14.1 (c)

The purpose and legal basis of Data Processing can be checked
at the Records of Data Processing.

Where legitimate interests (Article 6.1(f))
is the legal basis for the Personal Data
Processing, the legitimate interests
pursued by the Personal Data Controller
or a Third Party

Article 13.1 (d)

Article 14.2 (b)

The specific interest in question must be identified for the benefit
of the Data Subject. For example, legitimate interest to ensure
Group Company and Data subjects safety.

Categories of Personal Data concerned

Not required

Article 14.1 (d)

This information is required in an Article 14 scenario because the
Personal Data has not been obtained from the Data Subject, who
therefore lacks an awareness of which categories of their
Personal Data the Controller has obtained.

Recipients (or categories of recipients) of
the Personal Data

Article 13.1 (e)

Article 14.1 (e)

Recipient is a natural or legal person, public authority, agency, or
another body, to which the Personal Data are disclosed, whether a
Third Party or not. Therefore, other Controllers, joint controllers
and Processors to whom Personal Data is transferred or disclosed
are covered by the term recipient. For example, State Tax
Authority, bank, notary, other Group Companies, etc. As well only
categories of recipients can be stated, e. g., service providers, etc.

Details of transfers to Third Countries, the
fact of same and the details of the

Article 13.1 (f)

Article 14.1 (f)

The relevant GDPR article permitting the transfer and the
corresponding mechanism (e.g. adequacy decision under Article
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Required Information Type

relevant safeguards (including the
existence or absence of a Commission
adequacy decision) and the means to
obtain a copy of them or where they have
been made available

Relevant article (if Personal Data
collected directly from Data
Subject)

Relevant article (if Personal Data
not obtained from the Data Subject)

Comments on information requirement

45; binding corporate rules under Article 47; standard data
protection clauses under Article 46.2; derogations and safeguards
under Article 49, etc.) should be specified. Information on where
and how the relevant document may be accessed or obtained
should also be provided e. g. by providing a link to the mechanism
used. In accordance with the principle of fairness, the information
provided on transfers to Third Countries should be as meaningful
as possible to Data Subjects; this will generally mean that the
Third Countries be named.

The storage period (or if not possible,
criteria used to determine that period)

Article 13.2 (a)

Article 14.2 (a)

Personal Data storage period can be checked at Records of
Processing Activities. The general principle of the storage period
is that Personal Data must not be kept longer than necessary for
the purposes for which it is processed.

The rights of the data subject to:

. access;
. rectification;

o erasure;

o restriction on processing;

) objection to processing; and
) portability.

Article 13.2 (b)

Article 14.2 (c)

The following Data Subjects’ rights are explained in the Group
Privacy policy. However, the following information can be
presented:

. Right to access: You can contact us at any time and ask
if we process any of your personal data. If we store or
use your personal data in any way, you have the right to
access them. If you wish to do this, please submit a
written request to us by dap@akolagroup.lt.

. Right to rectification: You have the right to request us
to rectify any inaccuracies of data held by us. In this
case, we may ask you to confirm the rectified
information.

. Right to erasure: You have the right to ask us to erase
your personal data. This right will be implemented in
cases provided in Article 17 of the General Data
Protection Regulation

. Right to restrict processing: You have the right to ask
us to restrict the processing of your personal data or to
object to their processing.

. Right to object processing: You have the right to object
processing of your personal data by us.
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Required Information Type

Relevant article (if Personal Data
collected directly from Data

Subject)

Relevant article (if Personal Data Comments on information requirement
not obtained from the Data Subject)

. Right to portability: You have the right to the portability
of data obtained by us under your consent or for the
purpose of agreement conclusion. If you exercise this
right, we will transfer a copy of the data provided by
you.

Where processing is based on consent (or
explicit consent), the right to withdraw
consent at any time

Article 13.2 (c)

Article 14.2 (d) This information should include how consent may be withdrawn,
considering that it should be as easy for a Data Subject to
withdraw consent as to give it. For example, inform that consent
can be canceled by sending email to Data Protection Officer or
provide active hyperlink.

The right to lodge a complaint with a
supervisory authority

Article 13.2 (d)

Article 14.2 (e) If you think that we are processing your personal data incorrectly,
you can file a complaint with the supervisory authority:

Lithuania: ~ Valstybiné  duomeny  apsaugos inspekcija
(www.vdai.lrv.It).

Latvia: Datu Valsts inspekcija, (https://www.dvi.gov.lv/)

Estonia: Andmekaitse inspektsioon, (https://www.aki.ee/).

Whether there is a statutory or
contractual requirement to provide the
information or whether it is necessary to
enter into a contract or whether there is
an obligation to provide the information
and the possible consequences of failure.

Article 13.2 (e)

Not required The online forms should clearly indicate which fields are
“required”, which are optional and what the consequences of not
filling in the required fields will be.

The source from which the personal data
originate, and if applicable, whether it
came from a publicly accessible source

Not required

Article 14.2 (f) The specific source of the data should be provided unless it is not
possible to do so. If the specific source is not named then
information provided should include: the nature of the sources (i.e.
publicly or privately held sources) and the types of organization/
industry/ sector. For example, Personal Data is received from
“State Registry”.

The existence of automated decision-
making including profiling and, if
applicable, meaningful information about
the logic used and the significance and

Article 13.2 (f)

Article 14.2 (g) If a decision that will have important consequences for the Data
Subject (e. g., decision to refuse granting a credit) is made by the
algorithm, then the Data Subject must be informed. In addition, the
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Required Information Type Relevant article (if Personal Data Relevant article (if Personal Data Comments on information requirement

collected directly from Data not obtained from the Data Subject)
Subject)

envisaged consequences of such Data Subject must be given the opportunity to request that the
processing for the Data Subject decision made by the algorithm be reviewed by a human.
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3 priedas

ATMINTINE DARBUOTOJAMS DEL TIESIOGINES RINKODAROS, RENGINIY
IR NUOTRAUKY BEI VAIZDO JRASY

1. KAM SKIRTA SI ATMINTINE

Si atmintiné (toliau — Atmintiné) skirta visiems [pavadinimas] (toliau — Bendrové) darbuotojams, tiesiogiai
bendraujantiems su klientais ir teikiantiems jiems pasitlymus, organizuojantiems renginius ir Sventes klientams,
darbuotojams ar jy vaikams, taip pat naudojantiems asmeny nuotraukas / filmuotg medziaga, tvarkantiems
socialiniy tinkly paskyras: pardavimo vadybininkams, administratoriams, marketingo specialistams, personalo
skyriaus darbuotojams ir kt. Atmintiné padés tiesioginés rinkodaros, pardavimy ir renginiy vykdymo metu isvengti
Bendrojo duomeny apsaugos reglamento (toliau — BDAR) pazeidimy.

2. TIESIOGINE RINKODARA
2.1. Kas yra tiesioginé rinkodara?

Tiesioginé rinkodara - tai pasidlymy siuntimai faksu, pastu, el. pastu, SMS Zinutémis, sidlymai telefonu. Apklausa
dél vartotojy nuomonés tyrimo ar uzklausos dél prekiy ar paslaugy kokybés taip pat yra tiesioginé rinkodara. Tokie
pranesimai toliau vadinami Pasiulymu.

Atmintiné taikoma tada, kai Pasitlymai siun¢iami fiziniams asmenims arba jmoniy darbuotojams, kuriuos galima
identifikuoti (pvz. vardas.pavarde@imone.lt). Bendri jmonés kontaktai (pvz. info@... office@...) nelaikomi asmens
duomenimis, taciau siunciant Pasitulymus jmonés kontaktais, taip pat reikia vadovautis toliau pateikiamomis
taisyklémis. Juridinio asmens sutikimas yra laikomas tinkamu, jei yra duotas tokio juridinio asmens darbuotojo,
kuris turi teise veikti jmonés vardu.

2.2. Tiesiogine rinkodarg vykdyti galima tik vienu is Siy atvejy:
() Asmuo yra daves sutikimg gauti tiesioginés rinkodaros pasiulymus; arba

(ii) Asmuo yra klientas, t. y., asmuo jsigijo prekiy (sékly, trasy) ar paslaugy (remonto darbai, elevatoriaus
nuoma) ne véliau nei pries 2 (dvejus) metus. Jeigu asmeniui siiloma Zemés kio technika, tuomet asmuo
turi biti jsigijes Zemés dkio technikos ne véliau nei prie$ 5 (penkerius) metus. Siuo atveju be asmens
sutikimo tiesioginé rinkodara galima tik el. pastu ir tik dél savo paciy prekiy ar paslaugy (pvz., AB ,Linas
Agro” gali sillyti savo klientams savo prekes ar paslaugas, bet negali sidlyti Zemés kio technikos, kuria
prekiauja UAB ,Dotnuva Baltic”).

Lenteléje pateikiamos salygos, atitikima kurioms reikia patikrinti prieS asmenims siunciant pasiilymus:

PASIULYMAI SIUNCIAMI

YRA GAUTAS SUTIKIMAS ASMUO YRA ESAMAS KLIENTAS BENDRUOJU JMONES EL. PASTU

Salygos: Salygos: Salygos:

1. Patikrinus, ar yra duotas | 1. Pasitlymas tik el. pasty; 1. Pasidlymai siunciami tik
22::;?3, sutikimas  (zr. 2. Tik esamiems klientams; el. pastu.

' 3 Panasi tik acios 2 Tik bendruoju

2. Patikrinus, ar sutikimas yra | = . | paci Bendrovés el. pastu.
duotas konkretiems Bendroves (ne k't.q grupes . .. .
veiksmams (pasidlymams jmoniy ar partneriy) prveke 3. BenEirove anksmat_l néra
nuomonés tyrimui, Kt.); ' ar paslauga, kurig anksciau priestaravusi Pasitlymy

T klientas jsigijo ir (ar) gavéjui.

3. Patikrinus, ar asmuo uzsisake; L.
neisreiSké  noro  gauti . - 4. Bendrtv).ve kiekviename
informacija konkrecia rysio 4. KI|en.tavs ankSC|aAu pranesime N
priemone (pvz., skambinti neprl_estaravo .deI |nf9rmu01ama,_kz31djltur!
telefonu, siysti SMS); Pasiilymy gavimo galimybe priestarauti

’ ' (sistemoje néra jrasy ir del Pasililymy

4., Patikrinus, ar po sutikimo klientas zodziu nepareiské pateikimo.
gavimo nepraéjo 3 metai; priestaravimy, sutikimo

5. Asmuo turi bati aiSkiai f:lrjrt?:lj(i" EZFa:ggfit:l;u";el
sutikes gauti kity grupés ! B '
jmoniy ar partneriy | 5. Asmeniui kiekviename

pranesSime nurodoma, kad
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(treciosios alys) jis turi galimybe atsisakyti
pasidlymus (jeigu taikoma); Pasitlymy siuntimo;

6. Suteikiama informacija | 6. Klientas  jsigijo  preke
apie tai, kaip atsisakyti (séklas, trgsas) ar paslauga
pasidlymo; (remonto  darbus) ne

anksciau nei prieS 2 metus.
Jeigu sitloma Zemés ukio
technika, tuomet ne
anksciau nei pries 5 metus;

7. Daroma nuoroda j
privatumo politika.

7. Daroma nuoroda i
privatumo politika.

2.3. Kaip gali biti gaunamas sutikimas Pasiilymams?

. Elektroniniu biidu (renkama per Bendrovés interneto svetaine, socialinius tinklus ir pan.). Prie$ pradedant
naujg kampanija, rekomenduotina suderinti jg su teisés skyriumi.

. Susitikus su asmeniu (asmeniniame susitikime, renginyje ar kt.), paprasyti pasirasyti nustatyta sutikimo
forma gauti Pasiilymus. Reikia informuoti asmenj, kad jam atsisakius pasirasyti sutikimo forma
galimybés jam atsiysti Pasillyma nebus.

. Jei asmuo pats paskambina telefonu, norédamas gauti Pasillyma, turi bati papraSoma, kad klientas
paraSyty trumpa uzklausima vadybininko el. pastu ar mobiliuoju telefonu. Pasiulyma rekomenduojama
siysti tik tada, kai toks uzklausimas yra gautas (uzklausima reikia pazyméti sistemoje).

. Asmuo gali iSreiksti savo sutikima ir atsiysdamas elektroninj laiSka, kuriame aiskiai duotas sutikimas ar
prasymas/uzklausimas atsiysti Pasiilyma. Tokiu atveju galima tik atsakyti j uzklausa, o pasibaigus
bendravimui, jei néra bendro sutikimo dél Pasitilymy siuntimo, arba jei jis netapo klientu (kaip nustatyta 3
punkte), tolesniy Pasitlymy siysti negalima.

2.4. Kaip iSsaugoti sutikima?

Darbuotojai turi pareigg surinkti ir saugoti asmeny duotus sutikimus. Visi darbuotojo rasytine forma gauti asmeny
sutikimai ne véliau nei kitg darbo dieng turi buti nuskenuoti ir iSsaugoti Bendroveés serveryje tam skirtame kataloge
/ Scoro sistemoje.

2.5. Pasitlymy siuntimas

Pirmo kreipimosi rySio priemonémis metu, kai asmuo yra daves sutikimg Sioje Atmintingje nustatyta tvarka,
Pasitlymo gavéjui privaloma pateikti nuorodg j Privatumo politikg. Taip pat rekomenduotina darbuotojo parase
padaryti nuorodg j Privatumo politika.

Rekomenduojama pirmag pasiulyma iSsiysti ne véliau kaip per puse mety nuo sutikimo gavimo datos.

Kiekvieng kartg siunciant Pasitlyma rySio priemonémis, bitina informuoti klienta, kad jis turi galimybe atsisakyti
pasiulymy siuntimo ir nurodyti atsisakymo tvarka.

2.6. Sutikimy atSaukimas, atsisakymas ir prieStaravimas
Jei asmuo nesutiko/atsisaké Pasiulymy gavimo, nutrauké naujienlaiSkiy prenumeravima ar pareiské skunda dél

Pasitlymy siuntimo ir siilymo, darbuotojas turi pareigg nedelsiant uzfiksuoti gautg atsisakyma/prasyma/skunda
duomeny bazéje prie kliento duomeny ir imtis kity veiksmy pagal atitinkamas Bendrovés tvarkas.

27. Bet kokiomis aplinkybémis draudziama:
. Pirkti ir naudotis duomeny bazémis, kontaktus rinkti internete.
. Gautus asmens duomenis perduoti ar atskleisti jmonéms, kurios néra AB Akola group dalis (dalintis

asmens duomenimis Grupés viduje galima tik, jei gautas sutikimas tai leidzia), ar privatiems asmenims,
jei klientas dél to aiskiai nesutiko.
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. Siysti Pasitllymy elektroniniu pastu, SMS zZinutémis, faksu ar kitomis priemonémis, siekiant gauti sutikima
tolimesniems pasitlymy siuntimams (pvz., ,ar sutinkate gauti pasitdlymus ateityje?"), be asmens sutikimo,
kadangi tai jau yra tiesioginé rinkodara ir jai reikia gauti sutikima.

3. RENGINIAI IR SVENTES
3.1. Filmavimas / fotografavimas

Asmenys (Klientai, darbuotojai, darbuotojy vaikai, renginiy dalyviai ir kt.) turi teise nuspresti, kur ir kada galima juos
fotografuoti / filmuoti ir skelbti jy nuotraukas, todél reikia gauti asmeny sutikimus juos filmuoti/ fotografuoti ir
skelbti jy nuotraukas.

Svarbu, jog asmens sutikimas buti filmuojamu /fotografuojamu néra asmens sutikimas nuotraukas publikuoti.
Jeigu asmeny (darbuotojy, klienty) nuotraukomis norima pasidalinti socialiniuose tinkluose, interneto tinklapyje ar
intranete (naujienlaiskyje ir pan.) reikia gauti jy sutikimus.

Vaiky (asmeny iki 18 mety) fotografavimui/filmavimui bei nuotrauky publikavimui reikia gauti tévy ar globéjy
sutikimus. Jeigu renginys skirtas darbuotojy vaikams ir jame bus filmuojama / fotografuojama, pries renginj reikia
gauti darbuotojy sutikimus dél jy vaiky nuotrauky ar vaizdo jrasy darymo ir publikavimo.

Sutikimas turi buti iSreikStas rasytine, elektronine ar kita forma (svarbu, kad Bendrové véliau galéty jrodyti, kad
sutikima turéjo). Jeigu praSoma kliento leisti pasidalinti jo nuotrauka socialiniuose tinkluose ar interneto svetainéje,
prie praSymo visada turi biti pateikta nuoroda j Privatumo politika.

3.2 Kvietimai j renginius / informavimas

Jeigu renginiy metu ketinama filmuoti ar fotografuoti asmenis, kvietimuose j renginius nurodoma, jog: ,Renginio
metu galite bati filmuojami / fotografuojami, o nuotraukos / filmuota medZiaga naudojama [nurodyti, kokios
Bendrovés ir/ar partneriy, kity renginio organizatoriy] [nurodyti, kokiu tikslu naudojama: renginio viesinimo tikslu,
reklamai ir pan.]. Jeigu nesutinkate bdti filmuojami/ fotografuojami, renginio dieng praneskite apie tai
organizatoriams [nurodyti, kokiu bidu: el.pastu, dalyviy registratoriams ar pan.], ir organizatoriai Jums nurodys zonas,
kuriose néra fotografuojama / filmuojama.” Renginio vietoje paskirkite zong, kurioje esantys asmenys nebus
fotografuojami / filmuojami.

Jeigu dél renginio dydZio (pvz., didelé Zemés ukio paroda) néra galimybiy uZztikrinti zony, kuriose dalyviai nebdty
filmuojami ar fotografuojami, galima nurodyti tokj pranesima: ,Renginio metu galite bati filmuojami / fotografuojami,
o nuotraukos / filmuota medZiaga naudojama [nurodyti, kokios Bendrovés ir/ar partneriy, kity renginio organizatoriy]
[nurodyti, kokiu tikslu naudojama: renginio viesinimo tikslu, reklamai ir pan.]. AtsiZvelgiant j renginio masiskuma,
organizatoriai negali uztikrinti kiekvieno renginio dalyvio teisés nebduti filmuojamiems ar fotografuojamiems renginio
metu. Mes pasizadame tokios medziagos naudojimu nepaZeisti JUsy garbés ir orumo. Jeigu norite, kad paskelbta
Jasy nuotrauka is renginio baty pasalinta, praneskite apie el. pastu: [el.pastas].”

4. NUOTRAUKOS / VAIZDO ]RA§AI
4.1. Nuotrauky / vaizdo jrasy darymas

Informuokite fotografus / operatorius, jog jeigu asmuo slepiasi (uzsidengia veidg), nepozuoja ar aiskiai pasako, kad
nenori biti fotografuojamas / filmuojamas, tokiy asmeny negalima fotografuoti / filmuoti.

Jeigu renginio metu bus fiksuojamas panoraminis vaizdas, kuriame neiSryskinami konkretls Zmonés, sutikimai
nereikalingi.

4.2, Nuotrauky / vaizdo jrasy naudojimas
Asmenys turi teise nuspresti, kur ir kada galima skelbti jy atvaizdus.

Pries skelbdami asmeny (darbuotojy, klienty ar kt.) nuotraukas / video turinj i$ renginiy ar Svenciy (net jeigu gautas
asmens sutikimas), turi bati jvertinta ar nuotraukos / filmuota medZiaga nezeis juose vaizduojamy asmeny.

Jeigu asmuo paprasyty pasalinti paskelbtas jo nuotraukas ar video turinj, tai turi bti padaryta. Skelbiamame
albume gali bati nurodyta: ,Jeigu norite, kad paskelbta Jisy nuotrauka/video bdty pasalinta, praneskite el. pastu:
[el.pastas].”
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Svarbu, jog asmeniui atSaukus duotg sutikima, neturi bati paSalintos nuotraukos ar kita informacija, kuri buvo
surinkta sutikimo pagrindu. Sutikimo atSaukimas turés pasekmes tik tolimesniam duomeny tvarkymui, t. y.
duomenys nebegalés bdti tvarkomi, pvz. tokio asmens nuotrauky nebegalima skelbti, remiantis jo sutikimu.

4.3. Nuotrauky / vaizdo jrasy saugojimas

BDAR neleidZia saugoti asmens duomeny neribota laikg ir reikalauja nusistatyti laiko tarpg, kada asmens duomenys
turi bati pasalinti arba kas kiek laiko asmens duomenys turéty bati perzitrimi ir jvertinus jy aktualuma pasalinami.

Darbuotojui iSéjus i$ darbo, jo portretinés nuotraukos (naudojamos kontakty sarase ir kt.) turi bati istrintos i$
Bendrovés serveriy per vieng ménes;j.

Nuotraukas i§ renginiy, kurios yra paskelbtos socialiniuose tinkluose ar Bendrovés interneto svetainése,
rekomenduojame perzidréti kasmet (pvz., sausio ménesj) ir pasalinti nebeaktualias nuotraukas ar jrasus, taCiau
nepublikuoti jy socialiniuose tinkluose ar interneto svetainése ilgiau nei 5 (penkerius) metus nuo paskelbimo.

Asmeny nuotraukas i$ renginiy galima saugoti Bendrovés serveriuose / spintose, taciau tokias nuotraukas 5
(penkeri) metai po renginio reikéty perzitréti ir pasalinti nebeaktualias (pvz., asmuo jau nebedirba). Be to, prie
nuotrauky albumy, kai nuo renginio praéjo daugiau nei 5 (penkeri) metai, turéty biti apribota prieiga, t. y., ne visi
darbuotojai galéty matyti nuotraukas.

Nuotraukos, kuriose vaizduojami Bendrovei istoriSkai svarblis momentai, gali biti saugomos (archyvuojamos)
ilgiau nei 5 (penkerius) metus, taciau prieiga prie jy privalo bti ribojama.

5. ATSAKOMYBE

Uz sutikimo gavima ir iSsaugojima yra atsakingi darbuotojai, tiesiogiai bendraujantys su (potencialiais) klientais,
organizuojantys renginj/Svente ar naudojantis (pvz., skelbiantys) nuotraukas ar filmuotg medziaga.

Darbuotojo veiksmai, pazeide Sioje Atmintinéje nustatytus reikalavimus, gali bati laikomi Siurksciu darbo pareigy
pazeidimu. Taip pat darbuotojas rizikuoja asmeniskai atsakyti uz padaryta zala.
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Annex 3

MEMO TO EMPLOYEES ON DIRECT MARKETING, EVENTS, IMAGES AND VIDEOS
1. WHO ARE THE TARGET RECIPIENTS OF THIS MEMO

This memo (the Memo) is intended for [name of the company] (Company) employees directly communicating with
customers and providing them offers, organizing events and celebrations for customers, employees or their
children, as well as employees using photos/ videos of individuals, managing social media accounts, i.e. sales
managers, administrators, marketers, HR staff, etc. The Memo will help to avoid the breaches of the General Data
Protection Regulation (the GDPR) in the course of direct marketing and events activities.

2. DIRECT MARKETING

2.1. What is the direct marketing?

Direct Marketing means the submission of offers by fax, post, e-mail, text messages, and phone. Consumer surveys
or enquiries regarding the quality of goods or services shall also be considered direct marketing. Such notifications
shall hereinafter be referred to as the ‘Offer’.

The Memo shall be used when Offers are sent to natural persons or company employees which can be identified

(e.g., name.surname(@info.ee). General contact details of a company (e.g., info@..., office@...) shall not be
considered personal data (if they do not contain personal data);

2.2. Direct marketing may be carried out only in one of the following cases:

(i) A person (legal person employee or individual) has given his/ her consent to receive direct marketing
Offers.

(ii) Email address (legal person employee or individual) was obtained within the framework of the company

commercial transactions (A person bought some goods or orders service of the Company). In this case
Offers may be sent only by email and only for the Company goods or services. However, the person (legal
person employee or individual) must be allowed to opt out at the collection of his / her personal data. E.g.,
a notice can be added to a contract that: ,The company might use your contact details for sending you
offers of similar goods or services. Would you like to refuse receiving these offers?

(iii) Offers are sent to general email of the company, e.g. office@company.ee, info@company.ee, etc.

The table sets out the conditions that must be checked before submitting Offers:


mailto:name.surname@info.ee
mailto:office@company.ee
mailto:info@company.ee
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CUSTOMER’S CONSENT HAS EMAIL WAS OBTAINED IN THE OFFERS ARE SENT TO GENERAL
BEEN OBTAINED COURSE OF ACTIVITY EMAIL OF THE COMPANY

Conditions: Conditions: Conditions:

1. Having verified if the | 1. Offers only via e-mail; Offers only via email.
f#;:omignsheanst q(lzzg 2. Only to the customers Only to the general email of
W (person who bought some the Company.

' product or ordered service); Th iousl

2. Having verified if the . € company previously
consent has been given 3. Goods or_service of the has not objected against
for specific actions Company itself (not its the recipient of the Offers.
(offers, surveys, etc.); partners); The company is informed in

3 Having verified if the 4. The customer prewogsly every notification .thgt they
customer  has  not has not objected against have the possibility to

N the receipt of Offers (there object against the

expressed their wish to . -

receive information via are no records in the system submission of Offers.

the specific mean of and the customer has not

communication (e.g objected verbally, neither ‘I

m téx;é consent’ nor ‘I do not

message); ' consent’ is checked in the

' form);

4. Havi ified if ;
h:;”nngozr/e;alggeldggfi:: 5. The person/ customer is
the receipt of informed in every

, . notification that they have
customer's consent; the possibility to object

5. Explicit consent of the against the submission of
customer to receive Offers;

' (third- .
g?;gr]srriu st(tb éfgi\?::f}’) 6. Reference to the privacy
' policy shall be provided.

6. Information about the
procedure of objection
to the Offer shall be
provided;

7. Reference to the
privacy policy shall be
provided.

2.3. How the customer’s consent to the submission of offers may be obtained?

. Electronically (collected through the Company's website, social networks, etc.). Before starting a new
campaign, it is advisable to reconcile it with the [Legal Department].

. During the meeting with a person (in a personal meeting, event, etc.), ask to sign the prescribed consent
form to receive the Proposals. The person must be informed that if he refuses to sign the consent form, it
will not be possible to send him the Offer.

. If the customer calls on the phone and expresses the wish to receive the Offer, they must be requested to
send a brief enquiry to the manager’s e-mail or mobile phone. The Offer may be submitted only in the case
where such enquiry has been received (the enquiry must be saved in the system with the customers data).

. The customer may also express their consent by sending an e-mail with the clearly expressed consent or

request/enquiry to send the Offer. In this case, it is only permitted to reply to the enquiry, and having
completed the communication, if the general consent to the submission of Offers has not been provided
or if the person has not become a customer (as provided in Clause 2.2), submission of further Offers is
not permitted.
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2.4. How to store the consent?

Employees have the obligation to collect and store the consents provided by persons. All consents of persons
obtained by the employee in writing shall be scanned on the next working day at the latest and saved on the
Company server in the respective catalogue.

2.5. Offer content

Offer must be clearly recognisable as a commercial communication. Also, Offer content must meet the following
conditions:

0] Offer content (for goods or service) and the conditions regarding the receiving of the service or goods
must be precisely formulated;

(ii) Discounts, bonuses and prizes must be clearly recognizable;

(iii) Competitions, lotteries or games must be clearly definable and the relevant terms of participation must be
easily accessible, as well as clearly outlined;

The person/ company on behalf of whom Offer is distributed must be clearly identifiable.

2.6. Sending the Offers

At the time of first contact with the customer using the communication means, in cases where the customer has
provided their consent pursuant to the procedure provided in this Memo, the customer must be provided a link
to/information on the Privacy Policy. Also, it is strongly recommended to provide the link to the Privacy Policy in
the employee’s e-mail signature.

It is recommended that the first Offer be sent no later than six months after the date of receipt of the consent.

Each time when submitting an Offer using communication means, it is mandatory to inform the customer that they
can object against the submission of offers and explain the procedure.

2.7. Withdrawal of consents of the customers, their refusal and objection

If a person has not consented/refused to receive the Offers, has terminated their newsletter subscription or filed a
complaint regarding the submission of notifications and offers, the employee is obligated to promptly record the
received refusal/request/complaint in the database along the customer’s data and take other actions pursuant to
the respective procedures of the Company.

2.8. It shall be forbidden in any circumstances:
. to purchase and use databases, collect the contact details on the internet;
. to transfer or disclose obtained personal data to other companies, which are not part of AB “Akola Group”

(sharing of personal data within the group is only permitted if consent is obtained) or private persons if
the customer has not given their explicit consent to this;

. to send Offers by e-mail, text messages, fax or using other means in order to obtain person’s consent for
further submission of Offers without the person’s consent, because this in itself is considered the direct
marketing activities for which the consent must be obtained. E.g., the following text: ‘Do you consent to
receive offers in the future?'.

3. EVENTS AND CELEBRATIONS

3.1. Filming / photography

Persons (Clients, employees, employees' children, participants in events, etc.) have the right to decide where and
when they can be photographed / filmed and their photos published, therefore the consent of persons to film /
photograph them and publish their photos should be obtained.

It is important that a person's consent to be filmed / photographed is not a person's consent to publish photos. If

photos of persons (employees, customers) are to be shared on social networks, on a website or intranet (newsletter,
etc.), their consent must be obtained.
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Photographs / videos of children (persons under 18) and the publication of photographs require the consent of
parents or guardians. If the event is for the children of employees and will be filmed / photographed, the consent
of the employees regarding the taking and publication of photos or videos of their children must be obtained
before the event.

If consent is collected it must be expressed in written, electronic or other form (it is important that the company
can later prove that it had consent). If a customer is asked to allow their photo to be shared on social networks or
on a website, the request must always be accompanied by a link to the Privacy Policy.

3.2. Invitations to events / information

If it is intended to film or photograph event, when individuals must be informed in the invitations to the events that:
“You may be filmed / photographed during the event and the photos / footage will be used by[specify which Company
and / or partners, other event organizers] [specify for what purpose used: for the purpose of publicizing the event, for
advertising, etc.]. If you do not agree to be filmed / photographed, please notify the organizers on the day of the event
[indicate how: by e-mail, to the registrars of the participants, etc.] and the organizers will indicate to you the areas
where filming / photographic will not take place. " individuals must not be photographed / filmed.

If, due to the size of the event (e.g., a large agricultural exhibition), it is not possible to secure areas where
participants will not be filmed or photographed, the following message may be indicated: “You may be filmed /
photographed in the event and photographs / footage will be used by the company and / or partners, other event
organizers] [specify the purpose for which: the event is used to publicize, advertise, etc.]. Due to the mass of the event,
the organizers cannot guarantee the right of each participant of the event not to be filmed or photographed during
the event. We promise not to harm your honour or dignity by using such material. If you would like your published
photo to be removed from the event, please send us e-mail: [e-mail address]".

4. PHOTOGRAPHS / VIDEOS
4.1. Taking of photos / videos

Inform photographers / operators that if a person hides (covers their face), does not pose or clearly states that they
do not want to be photographed / filmed, such persons may not be photographed / filmed.

If a panoramic image is captured during the event that does not highlight specific people, consents are not required.
4.2, Use of photos/ videos
Individuals have the right to decide where and when their images can be published.

Before publishing photos / videos of individuals (employees, customers, etc.) from events or celebrations (even if
consent has been obtained), it must be assessed whether the photos / footage will not offend the individuals
depicted in them.

If a person requests the removal of their published photos or video content, this must be done. The album you are
posting may say, “If you want your photo / video posted to be removed, please email us by e-mail: [e-mail]. "

It is important that when a person withdraws their consent, no photos or other information that has been collected
on the basis of the consent should be removed. Withdrawal of consent will only have consequences for further
processing of the data, i.e. data can no longer be processed, e.g. photos of such a person may no longer be
published with his or her consent.

4.3. Photo / video storage

The GDPR does not allow the storage of personal data for indefinitely time period and requires to set storage time
period for the removal of personal data or the term for review of data collected and removal of it, if it is not required
for the purpose for which it was collected.

When an employee terminates his work agreement, his or her portrait photos (used in the contact list, etc.) must be
deleted from the Company's servers within one month.

We recommend reviewing photos from events that are posted on social networks or the Company's websites
annually (e.g. in January) and remove obsolete photos or records, but do not publish them on social networks or
websites for more than 5 (five) years after publication.
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Photos of individuals from the events can be stored on the Company's servers / cabinets, but such photos should
be reviewed and removed as obsolete 5 (five) years after the event (e.g., the person is no longer working). In

addition, access to photo albums 5 (five) years after the event should be restricted, e. i., not all employees would
be able to see the photos.

Photographs depicting moments of historical importance to the Company may be stored (archived) for more than
5 (five) years, but access to them must be restricted.

5. LIABILITY

Employees communicating with the customers directly, organizing events / celebrations, or using (e. g., posting)
photos or videos materials shall be responsible for the receipt and storage of consents.

Employee’s actions in violation to the requirements established in this Memo may be considered a severe violation
of work duties. Also, the employee may be obligated to assume personal liability for the incurred damage.



